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0 HCL SoFy Customer Exercise Guide

Introduction

HCL Solution Factory and BigFix — This guide is designed to walk you through demonstration scenarios using BigFix in the
HCL Solution Factory (SoFy).

Please Note: The images in this document are provided to aid you in the creation and use of your HCL SoFy
BigFix Solution. They are representations of the screens you will see, but the images in this document may vary slightly
from what you see in SoFy. For example, you may see a different Helm Chart version than the one in the
documentation. This is to be expected, as the documentation is not updated every time there is a new Helm Chart
release.

You may be familiar with BigFix — It is commonly known as a systems and security management product which allows
my customers to reduce cost, risk, and complexity of managing cloud, server, desktop, laptop, point-of-sale, and other
endpoints — all using a single, intelligent agent — all through a single port — offering a complete view of their
environment. This enables you to find more, fix more and do more than competing solutions in the marketplace.

As it relates to the HCL Solution Factory (SoFy) —SoFy is a HUGE investment in innovation for HCL Software. SoFy is the
Cloud Native Solution Factory for HCL Software. This provides access to 50 containerized products which are the HCL
Software Crown Jewels, 2,000+ REST APl Endpoints and access to customized integrated demos. This will allow you to
Deploy your enterprise software in minutes on any cloud. Amazing Talent. This is the realization of the dream of allowing
customers like you to simply deploy and maintain enterprise software products at scale in minutes into dynamic public,
private and public clouds.

Using BigFix will help your organization keep your endpoints continuously patched and compliant using one singular
agent across multiple operating systems. With BigFix, you will be able to deliver patches in an efficient, automated

process to reduce patching cycles from days to minutes.

Are you ready to gain some efficiency with BigFix? Let’s get started!
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Accessing SoFy

To access SoFy, navigate to https://hclsofy.com and click the “LOGIN” link in the upper right-hand corner (click
“REQUEST ACCESS” if you do not have access)

While on this page, familiarize yourself with the SoFy site contents across the top of the screen:

LINKS ON TOP-RIGHT

e Contact us — use this link to open a support ticket or provide feedback about HCL SoFy.

e Notifications — contains information about solutions you build and deploy. You can view and dismiss
notifications from this side bar.

e Profile — contains information about your HCL SoFy profile.

&7 HCLSoFy CATALOG  API DIRECTORY  SOLUTIONS  GUIDE

LINKS ON TOP-LEFT

e HCL SoFy link — returns you to the HCL SoFy home page.

e (Catalog — the Catalog lists the software components that can be added to Solutions within HCL SoFy. The
Catalog Iltems are designed to work together to demonstrate an HCL software solution.

o APl Directory — lists the Application Programming Interfaces (APIs) available with HCL SoFy.

e Solutions — This page shows the solutions you have currently deployed in SoFy, as well as their version and
description. The solution name provides a hyperlink to the individual solution page.

e Guide —use this link to view a tutorial about HCL SoFy. There is a 3-minute video tutorial on this page that
will give you a tour of HCL SoFy.

Page 6 Copyright 2021 HCL Technologies Limited, All Rights Reserved Unauthorized duplication prohibited



https://hclsofy.com/

o HCL SoFy Customer Exercise Guide

Solution Setup and Prerequisites

Following the instructions in Accessing SoFy, navigate to https://hclsofy.com, log in, and build your SOFY instance.

Creating a Solution

From the menu bar at the top of the page, click on “CATALOG.”

Wi g “ ” : HCL BigFix Preview @
Type “bigfix” in the box under the “Explore the HCL Software Catalog” heading
and click “SEARCH.”
You will see results for BigFix: v10.0.4-Preview ~
NOTE: There is a grey box under the title of the catalog item that contains a drop-  Automates the remediation a variety of
down list of versions. The latest available version may not correspond with the endpaint operating systems and

applications. This Cloud Native product
preview is for HCL-led demonstration
purposes.

version in the image on the right, but the latest version is the one that appears in
the grey box by default, and this is the version you should choose. Make sure you
choose the latest version of each catalog item unless you have a specific reason
to choose an earlier version.

@ ADD TO SOLUTION
Click “ADD TO SOLUTION” on each result from #3 above to add them to your

BigFix demonstration environment. At the time of writing this document, there
are two catalog results when searching for “bigfix” and both are required for the demos.

NOTE: If you add the wrong catalog item to your solution you can remove it by clicking on the grey circle at the bottom
of the catalog item, next to “ADDED TO SOLUTION” (it turns red when you hover over it)

After you click “ADD TO SOLUTION” for your catalog items, you will see a black bar at the bottom of the page. It will look
like this:

Click on the icon at the bottom right of the screen to expand the Solution Panel.
There are two sections in the Solution Panel:
a. Create a New Solution
e Solution Name - required. The name should reflect the purpose
behind the build.

Here are some solution name rules:

0 Name is limited to 15 characters.
First character must be a letter.
Name must be all lowercase.
No spaces are allowed in the name.
The hyphen (-) is the only special character allowed; if used,
must be followed by a letter.
e Version —optional.
e Description — optional but encouraged. Give the solution a

description to differentiate it from other solutions.

O O O0Oo
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Solution Contents. This section shows what
catalog items have been added to the solution.
You can remove items from the solution by
clicking on the grey trash can to the right of the HCL BlgFix Paich Demo Pack
name (turns red when you hover over it).

g HOL BigFix Preview v10,0.4.2.

Once you have entered the required

. . CREATE
information, the

your solution.

button (below the Solution Contents section) becomes available. Click this button to create

NOTE: for best results, build the solution using the Chrome browser. Other browsers may produce errors during the
build process.

After clicking the CREATE button, you are redirected to your Solution page:

/ bitesnsiavaa solutien o o R oo~ Sandbox o »

bftest0614-v03 b b tiariaten v

This page contains information about your new solution.
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Deploying a Solution

DEPLOY | v

2. Atthe top of the screen, click the button, and choose “Deploy

Sandbox” from the dropdown list.

Once the deployment process starts, you will see the following information in the
“Sandbox” panel on the right:

The Status will show “IN PROGRESS” while the solution builds in the Solution
Sandbox

o o I .

Deploy in Sandbox

Request HCL Now

Sandbox

Status

2 IN PROGRESS
Sandboxld @
c31plvacg0b7akvn7b5g [T

VIEW SOLUTION CONSOLE [£

Default Credentials @
Username: sol-admin

Password: pass
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Extending Deployment Time

1. While we are waiting for the solution console to become Deployment Time
available, we will extend the solution deployment time. Jun 11,2021, 12:36:13 PM
Click on “Extend time”. You have the following options:
Remaining Time

e 8 Hours 23 hours 54 minutes (1
e 24 Hours

8 Hours
e 30 Days Solution Domain/IP

sbx0126.temp.hclsofy.dey 24 Hours

. 30 Days...
Solution Console Y

https://sofy-console shx0126 temp hclsofy.dev r:

If you choose 30 days, you will be prompted to provide some

30-Day Sandbox Registration
additional information:

By registering for this extended sandbox, you are agreeing to be contacted
by a member of our team.

e Company: Provide your company Name Name »
e HCL Affiliation type: The available choices are This field is auto-filled and cannot be changed
0 HCL Software Customer Busingss Emaix
o HCL Software Business Partner This field is auto-filled and cannot be changed
0 HCL Software Employee Company
0 HCL Technologies Employee Enter your campany name
120
If you are unsure, choose HCL Software Customer s .

HCL Software Customer
TI  HCL Software Business Partner

HCL Software Employee

IT
HCL Technologies Employee '

Click “Submit” and you will see the same “Sandbox Updated”
with the new time listed (in this case, 24 hours).

+ Sandbox Updated

The sandbox time has been extended to 24 Hours.

DISMISS

NOTE: Extending the time does not add this amount of time to the Remaining Time (e.g., clicking Extend Time -> 8
Hours or 24 Hours does not add 8 or 24 hours to the remaining time) — it sets the Remaining Time to the option you
choose.

The solution deployment is now in progress. The button is not available until the solution
sandbox build is underway. Once the build starts, you can click the Solution Console button and login.
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HCL BigFix SoFy Solution Login

1. Open the solution console using the credentials provided on the
Solution page. The Default Credentials are listed on the right-side ACCESS-CONTROL-SERVICE

. VIEW SOLUTION CONSOLE [
of the screen, just below the _ button.

NOTE: The Solution Console opens in a new tab by default, so if you
did not make note of the credentials, you can return to Solution Username or email
Dashboard without having to use your browser’s back button sob-adm

Password

When you log in, the screen you see is the HCL SoFy Solution Console. The Solution Console provides a simplified
administration experience for your solution. If the solution is running in the SoFy Sandbox, a link to the Solution Console

is displayed in the Solution Details view.

LAy B bigfix-dixon v

Dashboard

About bigfix-dixon

Solution Cantent (2) ©

HOL BigFix Demo Pack () HCL BigFix Preview [ SoFy Common Services ]
Helm Chart - y0.040 Helm Chart || ¥01415

e N d > 5 ' iy
s ety
Lo Fil Log Fil G Ready
? 2 Pros Ready
Kubemetes Resources & Utilization @
Pods i e
s by - 5 3 K8s Services o 18 31 e 5 @ 1207”“,‘. ,r 0 2/2 5
10+ , =i N 10w , @
N NodeRort 0 o i
2 v N iinontrle) e 262 1 N < ¢31p1vacgObZgkvn7b5g
- I Ready(20) [ Not Ready(3) ; Namespace
Quick Help & Support

Help Documentation Contact Support 2
Guides

HOLSoFy

NOTE: Your screen will have the same content as the preceding image but may differ slightly in numbers and results —
like Pods that are ready/not ready. Please be patient as all components of the demo solution build to completion.
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Dashboard Familiarization

You can take this time to tour the SoFy dashboard. Next to the Solution Name (the name you gave your solution in step

seven of the previous section) you will see two sideways chevrons, or a “double greater than” symbol: l click on this
to expand the left side-pane. You will see that the view you are currently seeing is the Dashboard, as evidenced by the
name being in a darker highlight in the list on the left side-pane, and the title at the top center of the page.

The Dashboard shows you an overview of your Solution Content, Kubernetes Resources, and Events.

Solution Content

The next item below the Dashboard is Solution Content, which provides details on your products/services in your
solution. Clicking on the cards will provide you with more detailed information. Here, details of the services such as
name, health status, links, APl base URLs, API Documentation links and more can be accessed via the product card. Logs
related with the services can also be accessed from here.

When you click on the green or red dot (Health icon) of the card, a pop-up window will display all pods associated with
that service. If one of the container states is not healthy in any of the pods associated with the service, the health of the

service is considered as unhealthy and is represented with a red circle. If it is healthy, it is represented as with a green
circle.

Kubernetes Resources

Below Solution Content you will see Kubernetes Resources, which gives you information on Deployments, ConfigMaps,
Pods, Secrets, Services, and other information.

Guides

WM cumes
For more information about the contents of the Solution Console, click on the - link, the sixth in the list on the
left side-pane.

You can click on the double chevron (now a “double less than” symbol) to collapse the left side-pane.
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Using the BigFix Solution in SoFy

1. Click on “HCL BigFix Preview” -> “General Information” —then click on the Appropriate m button. Use the

User ID and Password provided with the link. For purposes of these exercises, we will be starting with the HCL BigFix

WebUI, which is the top item.

ki M

dOEVer-V2 vesion 010

< Back

HCL BigFix Preview

Quick Links @

HCL BigFix WebLll
nttps i bigfix-webei sha006?2 play products pogsoty com/login I

Default Lagin

User |0 : BFXUser
Password : BFXROcks!

HCL BigFix WebReports
hitps.ibighis-webeeports stx0062 play products. prpsofy comiogin IE]

Default Login
Liger 1D : BFYLger
Password | BFXROcks!

HCL BigFix REST API
hitps:/bigfix-server shx0062 play. products prpsely.com/apiheip [

Default Login
User 1D - BFXUser
Password | BFXROcks!

HCL BigFix Demo Pack  HCL BigFix Preview  Sofy Access Controf Service  Solution Conscle  Grafana  Prometheus

Solution Cantent

Open Link

Open Link

If you will be using this solution for an extended period, copy the URL, and/or bookmark the site.
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BigFix Patching Scenario

Executive Summary
BigFix Patch provides an automated, simplified patching process that is administered from a single console.

Built on BigFix technology, this software gives you unified, near real-time visibility and enforcement to deploy and
manage patches to all your endpoints, wherever they may be. This software can help you reduce business risk, control
costs, and enhance security.

BigFix Patch:

e Automatically manages patches to hundreds of thousands of endpoints for multiple operating systems and
applications, regardless of location, connection type or status.

e Applies only the correct patches to the correct endpoint.

e Gives you greater visibility into patch compliance with flexible, near real-time monitoring and reporting.

e Provides near real-time visibility and control from a single management console.

e (Can help reduce security risk by streamlining remediation cycles from weeks to hours.

PLEASE NOTE: This is the first version of BigFix on HCL SoFy, and it is intended to demonstrate the effectiveness of
patching endpoints using BigFix. The Web User Interface used during this exercise is the actual BigFix interface.
However, because the interface is used in a containerized operating system, some of the functionality in areas other
than patch is limited. We will add functionality with each subsequent release of BigFix on HCL SoFy

Scenario

You are a retail customer with establishments where you serve your own customers. You have a central datacenter at
your corporate office, regional distribution centers, and retail stores. These locations may or may not have dedicated
connections (VPN or otherwise).

The patch process for your company has been established to support the business, and your job is to enforce the
process to protect the business interests. You must patch your endpoints, regardless of location, on a schedule that
does not interfere with retail business hours. You must be able to select patches based on severity and operating
system, and you must be able to deploy patches on different schedules with different procedures based on location,
function, or operating system. Finally, you must have the ability to perform all functions without the aid of a local
operator.

The endpoints in your environment are managed different ways depending on their location and purpose. For purposes
of this scenario, the endpoints are distributed as follows:

e Windows devices represent the point-of-sale devices (POS) in your retail stores
0 These devices must be patched weekly between 10:00pm today, and 1:00am tomorrow*
0 These devices must be rebooted automatically at the end of the patch cycle.
e Ubuntu devices represent other devices in your retail stores
0 These devices must be patched weekly between 11:00pm today and 1:00am tomorrow*
e Red Hat devices represent devices in your datacenter and your regional distribution centers
0 These devices must be patched monthly, between 10:00pm today and 12:30am tomorrow*
0 These devices should not be scheduled to reboot at the end of the patch cycle
0 These devices can be patched out of band (outside the normal patch window)
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*For purposes of this exercise, we assume “today” and “tomorrow” are the pre-set days for your maintenance window,
rather than defining a specific day/date that you would have to wait for to use this scenario script.

Note: this demonstration scenario and the script below is provided as a means of familiarizing you with how BigFix
works. Even if your business does not line up with the retail model, most businesses have endpoints in more than one
location, and must apply patches on varying schedules with varying requirements. Once you are familiar with the
solution, feel free to exercise it using different scenarios, or use your own patching scenario.

Unauthorized duplication prohibited Copyright 2021 HCL Technologies Limited, All Rights Reserved Page 15




Windows Patch Walk-thru Script: Weekly Patch Cycle

1. To perform the demo, navigate to https://hclsofy.com to create an environment, or to the WebUI URL you
bookmarked previously.

NOTE: SoFy Solutions do not last forever; they have a maximum life of 24 hours at any given time. If you wait more than
24 hours without extending, the solution will expire, and you will have to create another one (see Extending Deployment
Time for more information).

In this scenario we are going to apply Windows patches using BigFix. We will apply some filters to look at Critical
Patches for Windows, and we will focus on patches that are relevant in our environment right now. As we walk through
this demonstration, feel free to work with the filters to see what choices you have, and how the selections change by
applying and removing filters.

We will first log into the WebUI. OBIGFIX‘
a. This URL is located on the Solution Content -> HCL BigFix Preview -> General '
Information -> Open Link Button to the right of “HCL BigFix WebUI usemame

OFXUser

b. Use the User ID and Password located on this page to log into the WebUI.

Password

IMPORTANT: The username and the password are both case sensitive!

The first page you will see in the BigFix WebUl is the Overview Dashboard.

Patch Severily [r0e- |

Deployments in the last 30 days n f—
+ Begleyments

H
LUl R

H
[

Take a minute to look around and see what information is available on this page. This is your “at-a-glance”
information center for managing your infrastructure. This is data available to you without having to initiate an
endpoint scan or run a report against a database. These tiles are customizable as well —you can re-arrange them or
gather different data than what is currently visible.

From the WebUI Overview Dashboard, Click Apps -> Patch.
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O Overview x  +

@ Dbigfix-webui.sbx0126.temp.hclsofy.dev/framework

hops - pepiofments reperts
Overview ~

Custom

MDM
Numbers
2 Critical patches  Patch Policies
0 Software packag Profile
0 Custom tasks Query
0 Baselines Software

4 Deployments that are currently open

On this page we see at a glance, the patches that are applicable in our environment right now. The BigFix Agent has
already evaluated this current content and determined that it is applicable to the device on which it is running.
Again, we did not have to initiate a scan or run a report — the agent already knows.

e BIGFIX Devices Apps v Deploy:

Patch Select a favarite repart - m export [l Show Summary

Tapatches T Reser sl finen View b 1 - > 1of 4pages

[ Patchmame *. Vulnerable Devices . Open Actions 7, (1] Site Name Severity Saoftware CVE D5 Category Rl
1 5 & Lo

[0 Mustiple Packags Baseline 4 (i 101 Patches for RHEL 8 NiA N

[0 enable the Mutiple-packa 4 o 20 Patches for RMEL 8 A A

] impen ResGrGKEY-redh.. 4 o 301 Patches for RHEL 8 MK Mt

[0 daf command with RHSM 4 [ 401 Patches for RHEL 8 NiA NiA

O - Libamniz 4 o F1786807  Patches for RHEL 8 Moderate BEServerexln_64 CVEZ071-3516, CVE-Z071-. Security Advisory Jum
] ruga-z0212572- systema

:‘ ISA- 20212 pm Se. a o 21257401 Patches for RHEL 8 Mederate BaServersds b4 CVE20-20271 Security Advisedy Jun Z
G RHSA-2021:2575 - L1d Sec. 4 o 21257501 Patches for RHEL 8 Moderale BaServersxd_od CVE-2021-3520 Security Advisory Jun
[]  rHBA-2021:2577 - Subscr, 4 (1] 21257701 Patches for RHEL 8 <Unspecified> BAServermgo 64 MiA Bug Fix Advisary Jun
[0 reeazozzss: - openid. 4 ] 1258701 Patches for RHEL 8 <Unspecified> BEServernth b4 N/A Eug Fls Advisary Jun 2
O rusazozvany- Systemn. 4 o 1IT1T Patches for RHEL & Important B#Server#xfb_6d CVE-2021-33910 Security Advisory Jud 21
] resa-2021:2170 - b2 8. 2 0 137001 Patches for RHEL 8 important BServer#xih 64 CVE-2021-27219 Security sdvicory Jun 1,
[ run distupgrade’ 1o instal i L] 3 Patehes for Ubuniu 2004 Ubimilu-2004-x84 Nr& o
] instalt all svaitable updates 1 o 5 Patches for Ubuntu 2004 Ubuntu-2004-x64 NfA Oct 1
] upDATE: Microsoft NET Fr 1 o 48001 Patches for Windows Unzpecified Wind.1, Win2012, Win2_ [8] Unspecified Faature Pack Aprl
EI Sel up Metwork Share for O 1 o 365018 Patches for Windows Unspecified Office 2013 unspecified Unspecified Mar 3

The first column lists the Patch Name. Next to this column we see Vulnerable Devices. There is an entry in the grey
box at the top of the column which means a filter has been applied, in this case, to only show patches that are
applicable to at least one device in our environment right now. If we turn the filter off by clicking on the “down”
triangle to the right of the number “1”, we can see all patch content available in BigFix right now.

Go ahead and turn off this filter to see more content. You will notice the number of patches in the top left corner
increases when you do.

We will turn this filter back on in a minute during the patching process.
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We will set up some filters to look for Patches of a Critical Severity on Windows endpoints only and are applicable to
endpoints in our environment right now. The process is below but see if you can apply these filters by looking at the
WebUI page. They are pretty intuitive.

Apply a filter to see only Critical patches

o Click the grey box in the “Severity” column

e Check the box next to “Critical”

e Note the number one (1) in the blue oval in the header. This means we have
applied afilter to this column

e Click anywhere on the page to collapse the “picker”

Apply a filter to see only Windows patches

o Click in the grey box in the “Site Name” column

o Check the box next to “Patches for Windows”

e As with patch severity above, note the number one (1) in the blue oval in the
header. This means we have applied a filter to this column

e Click anywhere on the page to collapse the “picker”

Apply a filter to see currently applicable patches

e Remember that we turned this filter off in step 6.

o Click the “up” triangle in the grey box in the “Vulnerable Devices” column
e Note the “1” in the grey box

Also note that the list of patches has decreased

We also have the option to export this information to a file.

= @

Page 18

Severity

Critical

"1 important

Site Name

[] Patches for RHEL 8

"

[] Patches for Ubuntu 2004

Patches for Windows

Vulnerable Devices *

Export Show Summary

Show Summary Report Name

View: 20 - 1 - 10of 1pages

Click on the “Export” button at the top right

Give the report a name -
Specify whether you would like to export all items or the items you
have selected (if you have selected any items yet)

Specify the type of file you would like to save the report as (CSV, Excel,
or PDF)

Choose to open or save the report

Copyright 2021 HCL Technologies Limited, All Rights Reserved

(O selected items

(® Allitems

[] Name column only

Include column headers

csv
XLSX

PDF (summary)

At e
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We can also save this current filter as a Report for later use.

Patch

Select a favorite report

- Save Report

Click on the blue “Save Report” button and
enter information about the report
Provide a meaningful name

Provide a description for the Report

You can make the report Private (available
only to you) or you can make it available to
All Users.

You also see the report URL, which you can
bookmark for later, or share with others.

Note: the URL is a link to the report in this BigFix
environment, and anyone you share the report with
must have access to this environment.

Save Report

Report Name

Critical Windows Patches

Report Description

Site = Patches for Windows, Severity = Critical, Vulnerable Devices > 1

Private All Users

https://bigfic-webui.sbx0062.play.products.pnpsofy.com/pat [@ Copy Link

Feel free to explore the other filters to see what other criteria are available. If you make any changes to the filters, you
will see the header change from “Save Report” to “Update/Save New”

Patch

Critical Windows Patches - Update

If you click “Update” you will overwrite the existing report with the new filters. If you click “Save New” you will be
prompted to enter details about a new report

You can also return to the original report by clicking “Reports”

0 BIGFIX Devices Apps ¥ Deployments

in the menu bar at the top, and selecting your report from the

list

Unauthorized duplication prohibited
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Now we are going to decide which of these
patches to deploy. Based on our filters, these are
all the Windows Critical patches that are
applicable to devices in our environment right
now.

If we want to deploy all of them, we simply check
the box at the top of the “Patch Name” column
and click “Deploy”. The number of selected
patches appears next to “Deploy”

NOTE: The number of applicable patches in this
guide may differ from what you see in your view.

10 patches P Resetall filters
10 ltems Selected Il View Selected only ‘ Deploy (10)
Patch Name *, Vulnerable Devices T, Open Actions T,
1 : :
MS20-JUL: Cumulative Upd.. 7
MS20-AUG: Cumulative Upd. 1
MS21-APR: Cumulative Upd. 7

The sidebar on the right of the page lists the Deployment Summary e

p. This deployment name is “Multiple Action Group” by default, because we  pgpigyment Name

are deploying multiple patches, or taking multiple actions with BigFix.
g. Enter a meaningful name in the grey Deployment Name box. This allows

Windows Patching - Crit - <DATE>

us to tell this deployment apart from other deployments.

r. If we wish to change the patches being deployed we can click on the
icon to the right of the number of patches

III

“paper and penci

Click “Next” to continue the deployment process

~ 10 Patches 7]

Show all

Select Action. In this step of the patch deployment, we ensure that the correct Action is selected for each patch. Many
patch Fixlets contain what is call a “Default Action” meaning this action is selected by default. In the case of a patch, the
default action is to deploy the patch. Sometimes however, there is no default action, because there is more than one

viable option for a patch

. Deploy Patch
deployment. On this screen, =~ "°¢

() select patch

we make sure each patch
has an action selected,
default or otherwise. We can

10 Patches

t MS20.JUL Cumuistive Update for NET Eramework 3.

also remove patches from
the list by clicking on the B V1A e et o Wk e
blue trash can icon on the S e v s
right.

B MS21-MAY: Servicing Stack Update for Windows. Ser

# MSZ1-JUN: Cumulative Update for windows Server 2

B MSZ1-JUN: Servicing Stack Update for Windows Serv.

Click “Next” to continue the
deployment process.
Select Targets. |n thIS Step H S004947: Cumulative Update fof Windows Server 20.

£ MS21 JUL Cumuiative Update for Windows Server 2.

Deployment Summary
© seoctocion ) sekrrmges ) corfinre
Deployment Nama
Clear A (101 Windoiws Patching Crit - <DATES
Defauit: Action Click her to iniiate the deployment process. [ ~ 10 Palches @
Show
Default, Action) Click here (o ntate the deployment process. B~
:

Defaut Adtion Clik hese o nillte the deployment process. e v
Detauit: Action | Click hese to initiate the deployment process. @ v

Defsu't Action] Click here to e the deployment process. v

Default Action Click hes to Initiate the deployment process.

Defauit: Action’ Click here to Iniiate he deployment process. [~

Default: Action1 Click here to nifiate the deployment process.

Defauit: Action Click here to inliate the deployment process. | o~

Defau

1t Adtion Click hese o nilite the deployment process. e v

of the patch deployment, we
choose what endpoints to deploy these patches to.

The endpoints with applicable patches will show up in the list.

Check the box(es) next to the applicable device(s), or check the box next to “Computer Name” to select all devices

Click “Next” to continue the deployment process
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Deployment Summary

Configure
Deployment Name

Deploy Patch

() Select patch () select action e Select targets
Targe! by device Taegit by group Windaws Palehing Cril - <DATE=
I Tdevice G esctal s G e B Maraally tnsget View, 20 - 1 10f 1 pages 10 Patches &
1 em Selected W view Schected only « 1 Target
B computer Hame 7. Critical Patches Applicable P | Deployments Deviet Type os Groups P Address DHS Name Agent Status BIGFR(-CLIENTW -]
9 ves ] 5 Server Windows Server 20, Nafive DigFix Client . 10.72.80.15 bigho-client-w?019  Installed

j B ncrnecurnTw

NOTE: In this tutorial, the number of endpoints is one, but yours may be different.
Configure. In this step we will specify how and when these patches are to be deployed, how and if the end user will
interact, and actions to take after the patches have been deployed. There are five screens, and we will go through each
one setting behavior and constraints that correspond to our scenario.

Instructions for each page in the Configure step follow, along with settings for each. We will make settings

adjustments according to our scenario.

Note: If you wish to exercise more settings than just the one in our exercise, click the paper and pencil icon next to the
number of patches on the right and de-select some of the patches from this deployment. This will allow you to perform

additional patch deployments and explore other deployment options.
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Configure Options: Run This page specifies schedule information for deploying patches. Make the following settings on

this page:

e Start: Use today’s date and the time of 10:00pm

e End: Use tomorrow’s date and the time of 1:00am

e Retry: Check this box to retry failed patches during the patch window. Click the radio button for “Wait until
computer has rebooted”

Deploy Patch

() select patch

() selectaction

) seectiangets

e Canfigure

Run

Users

Messages

Offer

L S S T S Y

Past-Action

Page 22

Time Zone
Client Time. =

Affects all ime-related parameters you Set on this page

Start
Qe @ @ O 0802202 1000 M -
End
Otoerdonte @ @ O 08032021 0100 aM -

Run between hours ()

[] From 0547 AM ~ w0747 AM -

Run on selected

N
{omeon ) [ TUE )
. o~ I\_ AN

Run all the member actions

B Fun all the member actions in the group even on eror

Run Only When

O  Activeoirectory Path = malches

Retry
B onfallueretry 3 2 times

(O Wastuntl I0minues = betwesn attempis

(® wast until computer has rebooted

Reapply action
[ Reapply action

Dawnload
|:|, Downioad prerequisite files before the deploymant starts (3

stagger actions

] s1art time over hotsrs < mintes 10 reduce network load
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Deployment Name

Windaws Patching Crit - <DATE>

10 Patches &

®

1 Target
Configure
. Rum

0 Time Zone
on Client Local Time

Start
BRAOZ/2021 1000 P

End
OB/07/20271 1:00 AM

& Pun member actions.

Active 3 members Sctions of
wetion group regardless of
irors

%, Retry
on fallure, retry 3 limes.
it urTtil computer hag
rebooted

Post-Action

o m
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Configure Options: Users. This page specifies how the patch deployment behaves according to logged-in users. In our
scenario the retail establishments are closed which means that no users are logged in. We will not make any settings
changes on this page.

Deploy Patch
— s - Deployment Summary
() Select patch () Selectaction () Select targets B Gonfigure
Deployment Mame
fun #  Runaction Windaws Patching Cril - <DATE>
I Users #  (®Tveni there (s no logged in user Display the user intersce to specified users
10 Patches ®
Mensages #  (DWhenat least 1 af the specified users is logged in. Display the user interface only ta those users
w1 Target #
Offer # (D) Ondy when no user is logged in
Poat-Action ’ Configure
Select users w: 0
(&) Al uzers 5 AN
(O users In a local session & Punaeton
Evenif there |5 o logged in
(O Users in a group user. Display the user inferface
tospecified users
& Sedected users
A5 users
w  Post-Action

Configure Options: Messages. This page allows us to display information about a pending and/or running action for end-
users. We will not be using messages, as no users will be logged in.

Deploy Patch
Fe) — R P Deployment Summary
(+) sslect patch (- select action () Selecttargets 9 Configure
Deployment Name
Run #  Before running action ‘Windaws Patching Crit - <DATE=
e ’ [[] Send this as a required action (£
-~ 10Patchas &
I Mezeages s
Whill
P ~ 1 Target [
Offer # [[] Display & runring message (%)
Post-Action s Configure
W Run
- Users.
+  Post-Action

Configure Options: Offers. This page allows logged-on users to run the patch deployments outside of the “Run” window.
We will not be using Offers, as no users will be logged in.

Deploy Patch
= = — Deployment Summary
(=) sslact patch (- Select action {-) selecttargets 0 Configure
Name
Fan 7 ofter ‘Windaws Patching Crit - <DATE>
Users , [] senrd this 8z an affer (5
D Daecsiphon - 10Patches B
Messages ’
w1 Target i
I Offes ”,
Post-ACtin s Configure
. mm
w  Users
w  Post-action
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Configure Options: Post Action. This page allows us to restart or shut down endpoints after patching.

s.  We will reboot the endpoints after the patch cycle, so select the “Restart the computer” radio button
t.  We will accept the default Title and Text under “Prompt before restarting”
u. Leave the “Allow me to cancel restart” unchecked. “Me” is the end-user, not the administrator
v. Set the Deadline for 1 minute from time action completes
w. Accept the “Restart Automatically” default radio button in the “At Deadline” section.
Deploy Patch
() setect patch () select action (<) setect targats 0 Configure
MName
Run #  atter the action is run ‘Windows Patching Crit - <DATE=
Users , ) o nothing -
10 Patchas [
Messages s {®) Restarl the computer
affes # (st down the computer w1 Target r:]
I Past-Action s Configure
Prompt before restarting %
Display message to active users - e
Thie® "
Restart Now o Posvheon
@ Aferthe action I8 run
Text * Restart the COI“PU‘Q(
Your system adminisirator is requesting 1hal you restan your computer, any and then take in B0 restart your compuler.

| Back

[ Adlew me o canced restart

Set deadline: 7 minute = from fime action comgletes
At deadling
(&) Restar Automaticaly

)show the action message a1 the top until | accept

Verify your selections as necessary. When you are satisfied with the selections, click the blue “Deploy” button in the
right sidebar.
You may now watch the deployment progress in the Deployment window

va Patching Crit - <DATE>

Crerview  DevoeBesuts  Componest Resulln

Bahavior
Tyue Cther Group Degloymest
PrecH et Regired
>
Detaits

:

0 A 2071 008

2T

Camponeree
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There is some useful information on this page:

X. Stop Deployment button. You can click on this button on the

right to stop the deployment. Any currently running patch Stop Deployment
installations will continue to run, but subsequent patches will

not install. Behavior
Type Patch Group Deploymen
Start 02 Aug 2027 22:00
End 07 Aug 20217 00:59
Time Zone Client Time
Pre-cache Not Required
Restart Restart Required
Is Offer No

y. Overview tab. Shows the progress of the deployment.

Windows Patching Crit - <DATE=

Overdiew  Devicefesults  Component Resulits

Depboyment Status
-« |
o 2 % 2] [ s

z. Device Results tab. Gives an overview of the devices in the deployment and their current status.

Windows Patching Crit - <DATE=>

Overview  Device Results  Component Results

1 Resull
St A = Sort by Stls = View: 20 = H AN
Device Name Last Seen Status
BIGFIX-CLIENT-W a few seconds ago Pending Downioads:

firt Peedous 1 MNedt  Lest

aa. Component Results tab. Gives the status of each component/patch in the deployment

Windows Patching Crit - <DATE=

Overview  Davice Results  Component Results

10 Deploymants a
Sart by, Execulion Order = View: 20 « H 14k
ME20-JUL: Cumulative Update for NET Framework 3.5 and 4.7.2 for Windows Server 2019 - Windows 5... Open
ME20-AUG: C [ Updsate for NETF 3.5 and 4.7.2 for Windows Server 2019 - Windows _ Qpen
MSZ1-APR: Cumulative Update for Windows Server 2019 - Windows Server 2015 - KBS001342 (x64) {Su... Open
MSZ1-APR: Servicing Stack Up<date for Windows Server 2019 - Windows Server 2019 - KBS001404 (x64)... Qpen
MS21.MAY: Cumulative Update for Windows Servor 2019 - Windows Sarver 2019 - KB3003177 (x64) (Su_ Open
MSZ21-MAY: Servicing Stack Update for Windows Server 2019 - Windows Server 2019 - KBS003243 (264... Open
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Red Hat Patch Walk-thru Script: Monthly Patch Cycle

2. To perform the demo, navigate to https://hclsofy.com to create an environment, or to the WebUI URL you
bookmarked previously.

NOTE: SoFy Solutions do not last forever; they have a maximum life of 24 hours at any given time. If you wait more than
24 hours without extending, the solution will expire, and you will have to create another one (see Extending Deployment
Time for more information).

3. Inthis scenario we are going to apply Red Hat Linux patches using BigFix. We will apply some filters to look at
Critical and Important Patches for Red Hat, and we will focus on patches that are relevant in our environment right
now. As we walk through this demonstration, feel free to work with the filters to see what choices you have, and
how the selections change by applying and removing filters.

4. We will first log into the WebUI. OBIGFIX‘
a. This URL is located on the Solution Content -> HCL BigFix Preview -> General .
Information -> Open Link Button to the right of “HCL BigFix WebUI Usemame

OFXUser

b. Use the User ID and Password located on this page to log into the WebUI.

Password

IMPORTANT: The username and the password are both case sensitive!

5. The first page you will see in the BigFix WebUI is the Overview Dashboard.

Patch Severily [r0e- |

Deployments in the last 30 days n f—
+ Begleyments , .
PR v e

ale

H
[

Take a minute to look around and see what information is available on this page. This is your “at-a-glance”
information center for managing your infrastructure. This is data available to you without having to initiate an
endpoint scan or run a report against a database. These tiles are customizable as well —you can re-arrange them or
gather different data than what is currently visible.

6. From the WebUI Overview Dashboard, Click Apps -> Patch.
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O Overview x  +

@ Dbigfix-webui.sbx0126.temp.hclsofy.dev/framework

hops - pepiofments reperts
Overview ~

Custom

MDM
Numbers
2 Critical patches  Patch Policies
0 Software packag Profile
0 Custom tasks Query
0 Baselines Software

4 Deployments that are currently open

On this page we see at a glance, the patches that are applicable in our environment right now. The BigFix Agent has
already evaluated this current content and determined that it is applicable to the device on which it is running.
Again, we did not have to initiate a scan or run a report — the agent already knows.

e BIGFIX Devices Apps v Deploy:

Patch Select a favarite repart - m export [l Show Summary

Tapatches T Reser sl finen View b 1 - > 1of 4pages

[ Patchmame *. Vulnerable Devices . Open Actions 7, (1] Site Name Severity Saoftware CVE D5 Category Rl
1 5 & Lo

[0 Mustiple Packags Baseline 4 (i 101 Patches for RHEL 8 NiA N

[0 enable the Mutiple-packa 4 o 20 Patches for RMEL 8 A A

] impen ResGrGKEY-redh.. 4 o 301 Patches for RHEL 8 MK Mt

[0 daf command with RHSM 4 [ 401 Patches for RHEL 8 NiA NiA

O - Libamniz 4 o F1786807  Patches for RHEL 8 Moderate BEServerexln_64 CVEZ071-3516, CVE-Z071-. Security Advisory Jum
] ruga-z0212572- systema

:‘ ISA- 20212 pm Se. a o 21257401 Patches for RHEL 8 Mederate BaServersds b4 CVE20-20271 Security Advisedy Jun Z
G RHSA-2021:2575 - L1d Sec. 4 o 21257501 Patches for RHEL 8 Moderale BaServersxd_od CVE-2021-3520 Security Advisory Jun
[]  rHBA-2021:2577 - Subscr, 4 (1] 21257701 Patches for RHEL 8 <Unspecified> BAServermgo 64 MiA Bug Fix Advisary Jun
[0 reeazozzss: - openid. 4 ] 1258701 Patches for RHEL 8 <Unspecified> BEServernth b4 N/A Eug Fls Advisary Jun 2
O rusazozvany- Systemn. 4 o 1IT1T Patches for RHEL & Important B#Server#xfb_6d CVE-2021-33910 Security Advisory Jud 21
] resa-2021:2170 - b2 8. 2 0 137001 Patches for RHEL 8 important BServer#xih 64 CVE-2021-27219 Security sdvicory Jun 1,
[ run distupgrade’ 1o instal i L] 3 Patehes for Ubuniu 2004 Ubimilu-2004-x84 Nr& o
] instalt all svaitable updates 1 o 5 Patches for Ubuntu 2004 Ubuntu-2004-x64 NfA Oct 1
] upDATE: Microsoft NET Fr 1 o 48001 Patches for Windows Unzpecified Wind.1, Win2012, Win2_ [8] Unspecified Faature Pack Aprl
EI Sel up Metwork Share for O 1 o 365018 Patches for Windows Unspecified Office 2013 unspecified Unspecified Mar 3

The first column lists the Patch Name. Next to this column we see Vulnerable Devices. There is an entry in the grey
box at the top of the column which means a filter has been applied, in this case, to only show patches that are
applicable to at least one device in our environment right now. If we turn the filter off by clicking on the “down”
triangle to the right of the number “1”, we can see all patch content available in BigFix right now.

7. Go ahead and turn off this filter to see more content. You will notice the number of patches in the top left corner
increases when you do.

We will turn this filter back on in a minute during the patching process.
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8. We will set up some filters to look at Red Hat endpoints only for Patches of a Critical and Important Severity and are
applicable to endpoints in our environment right now. The process is below but see if you can apply these filters by
looking at the WebUI page. They are pretty intuitive.

PLEASE NOTE: the order of our filtering is changed for this exercise. In this exercise we are filtering by operating
system first. This is purely for the purposes of the following exercise, “Out-of-Band Patching Scenario.” The reason
for filtering operating system first is to ensure we do not select all available patches for this exercise, so we have
patches available for the next exercise.

Apply a filter to see only Critical and Important patches

e Click the grey box in the “Severity” column

e Check the boxes next to “Critical” and “Important”

o Note the number two (2) in the blue oval in the header. This means we have
applied a filter to this column

e Click anywhere on the page to collapse the “picker”

Apply a filter to see only Red Hat patches

o Click in the grey box in the “Site Name” column

o Check the box next to “Patches for RHEL8”

e As with patch severity above, note the number one (1) in the blue oval in the
header. This means we have applied a filter to this column

e Click anywhere on the page to collapse the “picker”

Apply a filter to see currently applicable patches

e Remember that we turned this filter off in step 6.

e Click the “up” triangle in the grey box in the “Vulnerable Devices” column
o Note the “1” in the grey box

Also note that the list of patches has decreased

9. We also have the option to export this information to a file.

o

Page 28

Show Summary
View: 20 = 1 - 10of 1 pages .
c

Click on the “Export” button at the top right

Give the report a name

Specify whether you would like to export all items or the items you
have selected (if you have selected any items yet)

Specify the type of file you would like to save the report as (CSV, Excel,

or PDF)
Choose to open or save the report

Copyright 2021 HCL Technologies Limited, All Rights Reserved

Severity

Critical

Important
1 1w

Site Name

Patches for RHEL 8
[] Patches for Ubuntu 2004

[] Patches for Windows

Vulnerable Devices *

Export Show Summary

Report Name

(O selected items

® Allitems

[] Name column only
Include column headers

csv
XLSX

PDF (summary)

(ST PP
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10. We can also save this current filter as a Report for later use.

P atc h Select a favorite report

- Save Report

a. Click on the blue “Save Report” button and

enter information about the report

Provide a meaningful name

Provide a description for the Report

d. You can make the report Private (available
only to you) or you can make it available to
All Users.

e. You also see the report URL, which you can
bookmark for later, or share with others.

o

Note: the URL is a link to the report in this BigFix
environment, and anyone you share the report with
must have access to this environment.

Save Report X
Report Name
Critical & Important RHEL Patches
Report Description
Site = Patches for RHELS8, Severity = Critical, Important, Vulnerable Devices >1
Y

Private All Users

hittps:/bigfix-webui.sbx0062 play.products.pnpsofy.com/pat i® Copy Link

Feel free to explore the other filters to see what other criteria are available. If you make any changes to the filters, you
will see the header change from “Save Report” to “Update/Save New”

Pa‘tc h Critical & Important RHEL P.. ~

If you click “Update” you will overwrite the existing report with the new filters. If you click “Save New” you will be

prompted to enter details about a new report

You can also return to the original report by clicking “Reports” in the menu bar at the top, and selecting your report

from the list

0 BIGFIX Devices Apps v Deployments Reports

Reports

2reports  [_| View favorite only @

[] ReportName *,

Description

|:| Critical Windows Patches &

[0 critical & important RHE... &

Site = Patches for Windows, Severity = Criti...

Site = Patches for RHELS, Severity = Critical...
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11.

12.

Now we are going to decide which of these 2patches P Resetallflters
patches to deploy. Based on our filters,
these are all the Red Hat Critical and 2items Selected [l View Selected only ‘ Deploy (2)
Important patches that are applicable to

) . A ) Patch Name T, Vulnerable Devices T, Open Actions 7,
devices in our environment right now.
If we want to deploy all of them, we simply 1 - -
check the box at the top of the “Patch
Name” column and click “Deploy”. The RHSA-2021:2717 - System... 4 0
number of selected patches appears next
RHSA-2021:2170 - Glib2 Se... 2 0

to “Deploy”

NOTE: In this tutorial, the number of applicable patches is two, but yours may be different.

PLEASE MAKE SURE YOU HAVE AT LEAST ONE PATCH OTHER THAN THE ONES YOU HAVE SELECTED FOR THE NEXT
EXERCISE. The patch for the next excersise does not have to be Critical or Important, but if all you have available are
Critical and Import patches, de-select one of them for use in the next exercise

13.

14.

15.

16.
17.

18.
19.

The sidebar on the right of the page lists the Deployment Summary

a. This deployment name is “Multiple Action Group” by default, because we | Deployment Name

are deploying multiple patches, or taking multiple actions with BigFix. RHEL Patching - Crit/Imp - <DATE>
b. Enter a meaningful name in the grey Deployment Name box. This allows
us to tell this deployment apart from other deployments. ~ 2 Patches @
c. If we wish to change the patches being deployed we can click on the
P o . RHSA-2021:2717 - Systemd...
paper and pencil” icon to the right of the number of patches Default action
RHSA-2021:2170 - Glib2 Se...
Default action
Click “Next” to continue the deployment process Back

Select Action. In this step of the patch deployment, we ensure that the correct Action is selected for each patch.
Many patch Fixlets contain what is call a “Default Action” meaning this action is selected by default. In the case of a
patch, the default action is to deploy the patch. Sometimes however, there is no default action, because there is
more than one viable option for a patch deployment. On this screen, we make sure each patch has an action
selected, default or

otherwise. We can Deploy Patch

also remove patches — © swwe © sortecion ©) st ) ot
from the list by 2poces ——e.
clicking on the blue : e A ’ B ’
trash canicon on F FHSALGZ717 S Sty . Dt Ao ikt st il s o il e e, - - )
the right.

Click “Next” to continue the deployment process.

Select Targets. In this step of the patch deployment, we choose what endpoints to deploy these patches to. The
endpoints with applicable patches will show up in the list.

Check the box(es) next to the applicable device(s), or check the box next to “Computer Name” to select all devices
Click “Next” to continue the deployment process
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Deploy Patch

- - Deployment Summary
(2] select patch (-} select action 9 Select targets Configure !

Deployment Name

Target by device Tasget by group RHEL Patching - Critimp - <DATE=
I 2devices P Resetaltiies o No relewase 8 Moy gt | 68 Wanage cobaens | View: 20 1w 10f1 pages 2 Patches @
2nmems Selected [l View Sel ~ 2 Targats
B computer Hame 7. Critical Patches Applicable P | Deployments Deviet Type os Groups P Address DHS Name Agent Status bigfocrelayrhe ]
- - bigfo-client-ths @2
B bighieselayrha [ 1 9 Server Red Hal Enterprise 8 BigFix Relays, Linu. 10.72.132.108 Ligfx-rely-chil Inestalledd Back
B vigfuclienthe Q| No 12 B Server Feed Hat Enterprise 8 Linux Dewvices, Natl 10.72.5.35 bégfo-client-rha Installed !

NOTE: In this tutorial, the number of endpoints is one, but yours may be different.

20. Configure. In this step we will specify how and when these patches are to be deployed, how and if the end user will
interact, and actions to take after the patches have been deployed. There are five screens, and we will go through
each one setting behavior and constraints that correspond to our scenario.

Instructions for each page in the Configure step follow, along with settings for each. We will make settings
adjustments according to our scenario.

Note: If you wish to exercise more settings than just the one in our exercise, click the paper and pencil icon next to the

number of patches on the right and de-select some of the patches from this deployment. This will allow you to deploy
the other patches to explore other deployment options
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Configure Options: Run This page specifies schedule information for deploying patches. Make the following settings on
this page:

Our settings for this patch deployment will be a little different, just to show you different options for scheduling
deployments. Last time, we used a defined start and end day and time. This time, we will use a window of time on
specific days. The result will be the same, it’s just another way of getting there!

e Start: Leave this set at “Immediately”

e End: Change the date to tomorrow, and the time to 1:00am

e Check the “Run between hours” checkbox, and enter 10:00pm to 12:30am

e Run on selected: Select the days of the week corresponding to today and tomorrow

e Retry: Check this box to retry failed patches during the patch window. Accept the default “Wait until 10 minutes
between attempts”

e Download. Check the box to download prerequisite files. This ensures that at 10:00pm, we are patching and not just
starting to download patch content.

Note the “End” time of 1:00am. This time could have been anything between 12:31am tomorrow (the end of our
window) and 9:59pm tomorrow night — because if we had made it later than that, the “Run between hours” would have

applied tomorrow. That’s why we had to change the end day to tomorrow

The screen image of these settings is on the next page.
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Deploy Patch

(&) Select patch

(%) select action (&) Select targets

B contgure

Deployment Summary

il Nama

Run
Users
Messages.

Offer

L T T S T Y

Post-Action

Unauthorized duplication prohibited

Time Zone
Client Time = @

.I\_l!!de &l time-related parameters you se1 on this page

Start
(@) immediately 3 @] oefpas2m [ERE] PM -
End
ate (T @ O osfos2on 00 AM ~
Run between hours 5
B from 10:00 PM o+ 1o 1230 AM -
Run on selected
o) () @ @ () )
(o) (rue) OICIC
Run all the memb-er actions

B #2un all the membes actians in the group even on erar

Run Only When

[[] Actve Diectory Path. = matches =

Retry
B ontalwerery 3 L times

@ wanuntl  TOminutes = between attempts

Qo until compauter has rebooted

Reapply action
[7] Reapply action

Download
B Oownload prerequisite files before the deployment starts (0

Stagger actions.

[ start time aver S hours 0 D minutes to reduce netwock load
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RHEL Patching - Crit/imp - <DATE>

~  2Patches @
~  2Targets e

Configure

4 Time Zone

On Client Local Time
@ start

Immediately

End

U8/05/2021 1:00 AM
7 Run betwesn

10:00 P 10 12:30 AM
= Runon

Wednesday, Thursday
= Run member actions

Actlve all members actions of
action group regasdiess af
ermars

Ay Retry
On fallure, retry 3 times
‘Walt until 10 minutes betwesn
attempis

@ Dewnload
Active download required files
now

w  Users

w  Post-Action
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Configure Options: Users. This page specifies how the patch deployment behaves according to logged-in users. In our
after-hours scenario it doesn’t matter if users are logged in or not. We will not make any settings changes on this page.

Deploy Patch

w0 ] T Deployment Summary
() Select patch () select action (=) Select targets 9 Configure

& Name
I
| Run #  Runaction Mushtiphe Actian Group
I Users # (& Even|f there is na logged Inuser. Bisplay the user Interface to specified users
2 Patchos =
Messiges £ (O when at least 1 of the specified users is logged in. Display the user interface only 10 those users
4 Targets @
Offer rd () Only when no user is lngged in
Postaction ’, Configure
Select users v, ‘Rin
(@) All users g 2
(O sz in a jocal session G Run action
Evenif thete (2 o logged i
user, Display the user inferlace
Qusersina group 1o spe fod Gaers

£ Selected users
-

é
3

Configure Options: Messages. This page allows us to display information about a pending and/or running action for end-
users. We will not be using messages, as no users will be logged in.

Deploy Patch

- - - Deployment Summary
B R S 0 o

Mama
Fun s Before running action Multiple Actian Group
i - [ send this a5 a reguired action ()
w 2 Patches 7.}
Messages ” - . r
wihile runring action x
< 4 Targets e
offer . ] Display & nunning message (3
Past-Action ra Configure
Run
»  Users
Post. Action
| Back Deplay @

Configure Options: Offers. This page allows logged-on users to run the patch deployments outside of the “Run” window.
We will not be using Offers, as no users will be logged in.

Deploy Patch
~ — —~ Deployment Summary
() Select patch () setect action () Select targets 9 Configure
Deployment Mame
Fun 7 Offer Multiple Action Group
Loies 7 [[] send this as an offer |
Offer Description « 2 Patches ")
Messages s |
4 Targets [}
Offer T
Past-Action 7’ Configure
Run
Users
«  Post-Action
Hock

Configure Options: Post Action. This page allows us to restart or shut down endpoints after patching.
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a. We will not reboot our servers during this window.
b. Leave the default “Do nothing” radio button selected.

Deploy Patch
- s Deployment Summary
(&) select pateh () select sction () sedect targets e Configure _
Deployment Name
o #  After the action is nn Multipie Action Group
Users Fa () Do nuthing |
w 2 Patches ]
Messages #  (DRestart the camputer
w4 Targats &
Offer #  (Oshut down the computer
I Past-Actian rd Configure
w  Run
., Users
~  Post-Action
@ After the action is run
Do nathing
Back Deploy &

21. Verify your selections as necessary. When you are satisfied with the selections, click the blue “Deploy” button in the
right sidebar.

22. You may now watch the deployment progress in the Deployment window

Multiple Action Group

Overview  DeviceResslls  Componen! Risuts

DR il

Tine Dther Group Deplayment
sun Imesedaiely
08 Ausg 207 0030

- = =~ &= _____________ _®m=

Cliern Time

Reguisd
s Ofer Ha
Details
] il
ot opan
Imsued 62 hug 202 12:47
asued By orxsser
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There is some useful information on this page:

a. Stop Deployment. You can click on this button on the right to

§top the. depIo.yment.. Any currently running patch .
installations will continue to run, but subsequent patches will

not install. Behavior
Type Other Group Deployment
Start Immediately
End 06 Aug 2027 00:29
Time Zone Client Time
Pre-cache Required
Is Offer No

b. Overview tab. Shows the progress of the deployment.

Multiple Action Group

overview  Device Results  Component Results

Deployment Status
e
o B A BoN nos 0%

c. Device Results tab. Gives an overview of the devices in the deployment and their current status.

Note: When we click on the Device Results” tab, we may see messages such as “Constrained by distribution time” or
“Constrained by distribution date.” This has to do with the fact that the patch distribution is scheduled in the future. Itis

expected, not an error.

Multiple Action Group

Overview  Device Resulls  Component Results

4 Results
Satus: All v Sort by Status v View: 20 + H R
Device Mame Laat Seen staus
bigfix-ralay-rhd 9 fminutes aga Constuined 1y Time Range
bigfte-webui 9 minuies ago Constrained By Time Rangs
bigfix-client-rhd 9 minutes ago Canstralned By Time Range
Digne-server 9 minutes ago Conslrained By Time Rangs
e 1 M

d. Component Results tab. Gives the status of each component/patch in the deployment

Multiple Action Group

Overview  Device Results  Component Results

2 Daploymants Q
Sort by Execution Order = Vidw: 20 - n (NET]
RHSA-2021:2717 - Systemd Security Update - Hed Hat Entarprise Linuy 8 [x86_64) Open
RHSA-2021:2170 - GlIb2 Security And Bug Fix Update - Red Hat Entorpriso Linux & (x36_64) Open
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Red Hat Patch Walk-thru Script: Out-of-Band Patching Scenario

We are already logged into the WebUI and are already familiar with the layout.
Sometimes there are patches that must be applied outside of normal maintenance windows, or “out of band”

23. From the WebUI Overview Dashboard, Click Apps -> Patch.

) Overview x  +

@ Dbigfix-webui.sbx0126.temp.hclsofy.dev/framework

0 BIGFIX Devices Apps ~ Deployments Reports
Overview ~

Custom

MDM
Numbers
2 Critical patches | Patch Policies
0 Software packag Profile
0 Custom tasks Query

0 Baselines Software

4 Deployments that are currently open

Because this is an out-of-band patch scenario, our approach might be different. For instance, we might know
the name of the patch we want to deploy, or we might know the name of the server that needs the patch.

24. Let us look for the patch by name first.
On this page we see, at a glance, the patches that are applicable in our environment right now. The BigFix Agent has

already evaluated this current content and determined that it is applicable to the device on which it is running.
Again, we did not have to initiate a scan or run a report — the agent already knows.

Patch Sefect a favorite repart - m Show Summary

66 patches T Reset ol fifers Wiew: 2 - 1w > 1ofapages

(] PatchHame *, Vulnerable Devices 7, Open Actions 7, o Site Name Severity Software CVE s Categary Rel
1 % A min

1 mustiple package Baseline 4 o W1 Patehes for RHEL 8 NiA NiA

[]  Enatie the Muttiple-Packs 4 o 200 Patches for RHEL 8 NIA NiA

[ TROUBLESHOOTING: RHE 4 o 300 Patches for RHEL 8 NiA NiA

G Import RPA-GPG-KEY: redh a o 0l Patches for RHEL 8 NiA NSA

] ant command with reism 4 0 401 Patehes for RHEL B iR NIA

O wsaz021:2569 - Libwmiz 4 o 21256501 Patches for RHELS Moderste BAServerdIBh b4 CVE2021-8516, CVE 2021 Stcurlty Advisory dun 2

O] rusazoziasra - spm se 4 o TSI Patches for RHEL 8 Moderale BEServersia_64 CVER021-20371 Security Advisory dun 3

] mesaz0212575 - Lza 5ec 4 0 21257501 Patches for RHEL S Moderats BRSErEraNES 64 CVE2021-3520 Sacurity Advisory Jun 2]

O wenzon 2577 - Subser. 4 o TI257701  Patches for RHEL 8 <Unspecifieds BServeranBs 64 NiA Bug Fix Advisary Jun 2]

[ resazozse - openid a o TN Patches for RHEL 8 <lUnspecifieds BaServersxia_od NrA fiug Fix Advisary Jisn 7}

] resaz02v:2170-6lib2 Se.. : 1 21217001 Patches for RHEL B Impenant BFSENErmEE 64 CVE2021-27219 Security Advisory dim

0 s
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The first column lists the Patch Name. Next to this column we see Vulnerable Devices. There is an entry in the grey box
at the top of the column which means a filter has been applied, in this case, to only show patches that are applicable to
at least one device in our environment right now. Because we are dealing with an applicable patch, we will leave this

filter on.

25. We have a patch that shows as Relevant at the time of writing this tutorial, but your results will be different. From
this window, apply a filter, similar to the last exercise, to look for Patches for Red Hat endpoints only. The process is
below but see if you can apply these filters by looking at the WebUI page. They are pretty intuitive.

Red Hat Endpoints:

A

e Expand Operating System Site Name

e Check the box next to “Red Hat Enterprise Linux”.

Patches for RHEL 8

[ 1 Patches for Lhorto 2004

26. Now we are going to decide which of these patches to deploy as an “out of band” patch. Obviously if this were a
real production environment, we would already have this information. For our demonstration, we will choose one
patch from the list that we did not deploy in the previous example (note: your content may be different from what is
displayed in the image below):

Patch Select a favorite repart

V4 putches T Reser o s

1 ftem Selected B view Selected only Deploy (13

[[] PatehName 7, Vulnerable Devices T, Open Actions 7, [ Site Name Saverity Software CVEIDs Category Mi

1 : 5 &S _"']

RHSA2021:2717 - System. 2 1 2127 Palches for RHEL 8 Importan seServersls 64 CVE2021-33010 Security Advisory S 2(!

! RHSA-2021:2568 - Libeml? 4 o 21256807 Palches for RHEL 8 Moderate Bé#Serverdxlt_64 CVE-2021-3518, CVE-2021- Security Advisory Jun 2

27. Click “Deploy” to deploy this patch

28. The sidebar on the right of the page lists the Deployment Summary Deployment Summary

a. This deployment name is the same as the patch we are deploying, since
it is a single patch.

b. We can edit the name, maybe add “O0B” to the name, or leave the RHSA-2021:2569 - LibxmlI2 Security |
name as-is.

Deployment Name

~ 1 Patch ]

RHSA-2021:2569 - LibxmI2 ...
Default action

29. Click “Next” to continue the deployment process Back
30. Select Targets. In this step of the patch deployment, we choose what endpoints
to deploy these patches to. The endpoints with applicable patches will show up

in the list.
31. Check the box(es) next to the applicable device(s), or check the box next to “Computer Name” to select all devices
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32. Click “Next” to continue the deployment process

Deploy Patch
o T— L Sopoy Y
() sebect patch () select actian ) selecttargets ) Configure
: Deployment Name
Target by device Target by group RHSA-PO21:2569 - LibxmI2 Security |

4devices P Resealthes  OF Mo releam A Manualytarger | i Masoge soummn | View: 0 - 1 - 10l 1 pages «  1Patch [

2nems Sefected [ View Sedecied only A 2 Targets
] computer wame *. critical Patches Applicable P_ | Deployments Device Type [ Groups IP Address DNS Name Agent Status bighh-relay-thi Ity
% 2 Bigfis-client-rhe o]
B tigforclayang @ no 12 9 Server Red Hil Emerprise 8 BigFix Refays, Linu, 10.72133.109 bigfix reday-riv Installed Back

B tigfocienchy L= 12 B Server Red Hat Enterprise 8 Linux Devices, Nali 10.72.535 bigfix-cliem-he Installed

NOTE: We could also choose to “Manually Target Devices” by clicking on the words
“Manually target”. In the resulting box we could enter the device name. This is especially
useful if you have the name(s) of the device(s) already and a lot of devices in the list. We
can target by name, IP Address, or DNS Name. This makes sense in our example, because
we might receive instructions to distribute “Patch123” to “EndpointABC” and is this case
we could enter the name rather than search the list.

Manually Target Devices By

Name IP Address DNS

Cancel

33. Configure. In this step we will specify how and when these patches are to be deployed, how and if the end user will
interact, and actions to take after the patches have been deployed. There are five screens, and we will go through
each one setting behavior and constraints that correspond to our scenario.

Instructions for each page in the Configure step follow, along with settings for each. We will make settings
adjustments according to our scenario.

Note: If you wish to exercise more settings than just the one in our exercise, click the paper and pencil icon next to the

number of patches on the right and de-select some of the patches from this deployment. This will allow you to perform
additional patch deployments and explore other deployment options.
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Configure Options: Run This page specifies schedule information for deploying patches. Make the following settings on

this page:

Start: Use the default of “Immediately”
End: Use the end date of a week from today

a0 oo

patching.

Retry: Check this box to retry failed patches during the patch window, and accept the other defaults
Download: Check this box to download the required files now in case there is a delay in starting the

Deploy Patch
() setect patch () Setect action () select targets 0 Canfigure
Deployment Name
I fun 7 Timezone RHSA 20212569 - Libumi2 Security |
Usirs # Clien Time -~ @
1Palch &
S ” Affects sl time-refated parametens you se1 on this page |
Offer , 2 Targets [Fi}
Start
Paat-Action ’ Configute
@ immediaely @ QO 00/04/2021
Run
End & Time Zone
On Client Local Time
Ouoenddoted @ 0 08717202 0B:A8 M - Start
S Immuediatety
081772027 B48 PM
Run between hours (7 A, Retry
e o i ubl 10 minaten between
[ From  oa:ss 1o 104 1l aterngts ) )
@ Download
Active download required fies
Run on selected o
(o) (ue) (o) () vsers
Post-Action
Run Only When
0 ik ok
Retry
B onfalleerery 3 times
@ Waituntl  10minutes =  between attempts
O wait until computer has rebaoted
Reapply action
[] reapply action
Download
B oownload prerequisite files before the deployment stans (5
Stagger actions
] start time gver = hours = mimses to reduce network load
e. The only other setting we will make is to restart the computer after patching. You will set this on the
Configure: Post Action page:
Deploy Patch
) Select patch () Select actica ) Select targets 0 configure t
Deplayment Name
Run 4 AMer the action i run REGA-D021:2569 - Litwemi2 Security |
Users #  @vanotting - 1Paich
Messages # (O estait the computer
« 2 Targats
offer 4 O down the computer
Post-Action rd Configure
Run
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34. Verify your selections as necessary. When you are satisfied with the selections, click the blue “Deploy” button in the
right sidebar.
35. You may now watch the deployment progress in the Deployment window

AHSA-2071:2569 - Libxmi2 Sacurity Uipdate - Red Hat Enterprise Linux 8 (xB6_643)

Cverview  Dvice fmsshis

Cxber Srgle Deployment
Imresbancly

W g 2977 2908
Clizat Time:

g

e

C Lral

e Cpen

e 4y 2021 2001
[ty et
Targetrg
¥ Stabisely Tarietnd
Source

A2 2564 - Uik ety Update - Red Wit Enterprias Linx §
LX)

There is some useful information on this page:
a. Stop Deployment button. You can click on this button on Behavior _
. Type Other Single Deployment
the right to stop the deployment. ot manecigtely
End 11 Aug 2021 20:45
Time Zone Client Time
Pre-cache Required
Is Offer No
b. Overview tab. Shows the progress of the deployment.
RHSA-2021:2569 - Libxml2 Security Update - Red Hat Enterprise Linux 8 (x86_64)
Overview Device Aesults
Deployment Status
-
-  — — — — — |
[} 0% 2% 0% ) )

c. Device Results tab. Gives an overview of the devices in the deployment and their current status.

RHSA-2021:2569 - Libxml2 Security Update - Red Hat Enterprise Linux 8 (x86_64)

Overview  Device Results

2 Results
Status Al v Sorthy Staus v View 20 11 4b
Dervice Mame Lawt Seen Status
bigfix-rafay-rhd o few seconds ago <3 Running
bigfie-cliont-rh8 # few seconds ago 7 Runaing

B Predows 1 Nen o Lost

d. There is no “Component Results” tab, as this deployment is only one component
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Ubuntu Patch Walk-thru Script: Weekly Patch Cycle

36. To perform the demo, navigate to https://hclsofy.com to create an environment, or to the WebUI URL you
bookmarked previously.

NOTE: SoFy Solutions do not last forever; they have a maximum life of 24 hours at any given time. If you wait more than
24 hours without extending, the solution will expire, and you will have to create another one (see Extending Deployment
Time for more information).

37. In this scenario we are going to apply Ubuntu patches using BigFix. We will apply some filters to look at Patches for
Ubuntu, and we will focus on patches that are relevant in our environment right now. As we walk through this
demonstration, feel free to work with the filters to see what choices you have, and how the selections change by
applying and removing filters.

38. We will first log into the WebUI. OBIGFIX‘
a. This URL is located on the Solution Content -> HCL BigFix Preview -> General '
Information -> Open Link Button to the right of “HCL BigFix WebUI usemarme

OFXUser

b. Use the User ID and Password located on this page to log into the WebUI.

Password

IMPORTANT: The username and the password are both case sensitive!

39. The first page you will see in the BigFix WebUI is the Overview Dashboard.

Patch Severily [r0e- |

Deployments in the last 30 days n f—
+ Begleyments , .
PR v e

ale

H
[

Take a minute to look around and see what information is available on this page. This is your “at-a-glance”
information center for managing your infrastructure. This is data available to you without having to initiate an
endpoint scan or run a report against a database. These tiles are customizable as well —you can re-arrange them or
gather different data than what is currently visible.

40. From the WebUI Overview Dashboard, Click Apps -> Patch.

Page 42 Copyright 2021 HCL Technologies Limited, All Rights Reserved Unauthorized duplication prohibited



https://hclsofy.com/

HCL SoFy Customer Exercise Guide

O Cverview

x +

@ Dbigfix-webui.sbx0126.temp.hclsofy.dev/framework

s - peplyments fepors

Qverview ~

Numbers
6 Devices manage]

2 Critical patches '
0 Software packag
0 Custom tasks

0 Baselines

Content
Custom

MDM

Patch Policies
Profile

Query

Software

4 Deployments that are currently open

On this page we see, at a glance, the patches that are applicable in our environment right now. The BigFix Agent has
already evaluated this current content and determined that it is applicable to the device on which it is running. Again,
we did not have to initiate a scan or run a report — the agent already knows.

eSIGFI!

Devices  Appsv  Degl

Patch Select a favorite report m Expart Show Summary
Tapatches T Reser sl finen View b 1 - 1of 4pages
[ Patchmame *. Vulnerable Devices Open Actions 7, (1] Site Name Severity Saoftware CVE IDs Category Rel
1 5 & Lo
[0 Mustiple Packags Baseline 4 o 101 Patches for RHEL 8 NI& NiA
[0 enable the Mutiple-packa 4 o 20 Patches for RMEL 8 A A
] impen ResGrGKEY-redh.. 4 o 301 Patches for RHEL 8 MK Mt
[0 daf command with RHSM 4 [ 401 Patches for RHEL 8 WA NiA
D RMSA-Z0Z123568 - Libarniz. ke ] Patches for RHEL 8 Moderate BeServersallo_64 CVE-2021-3516, CVE-2071-. Security Advisory Jdun ¥
2574 - fipm Se. 4 o 1257401 Patches for RHEL 8 Moderate BaServersith bd CVE2021-20271 Security Advisory Jun 7
[0 resa-20912575- Led S 4 o 125751 Patches for RHEL B Moderste BéServerdnls_td CVE-2021-3530 Security Advisory Jum
[]  rrBea-2021:2577 - Subseri. 4 [ 21257701 Patches for RHEL 8 <Unspecified= BAServermi6 64 Wit Bug Fix Advisary Jun 7
[ wreazoetzser - openid. 4 ] 2580 Patches for RHEL 8 “Unspécifiod= BESErverangh 64 NiA Bug Flx Advisary Jun
[ resaz03:2717 - System 4 o TIITITH Patches for RHEL B Important BéServer#ulls_64 CVE2021-33910 Security Advisory a3
[ resa-z0m12170 - Glib2 se. 2 o 21217001 Patches for RHEL 8 important BiSarverindh_6d CVE2021-27219 Securlty Advisory Jun 1
[ run distupgrade 1o instal, o 3 Patches for Ubuniu 2004 Ubmlu-2004 x84 Nia ot
] instal il svailabie updates [ 5 Patches for Ubuntu 2004 Ubmly-200d-x64. Nt oct 1)
] upDATE: Microsoft NET Fr o 48001 Patches for Windows Unzpecified Wind.1, Win2012, Win2_ [8] Unspecified Faature Pack Aprl
[ setup wetwork share for 0. ] 368014 Patches for Windows Urespecified Office 2013 unspecified unspecified Mar 3

41.
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The first column lists the Patch Name. Next to this column we see Vulnerable Devices. There is an entry in the grey
box at the top of the column which means a filter has been applied, in this case, to only show patches that are
applicable to at least one device in our environment right now. If we turn the filter off by clicking on the “down”
triangle to the right of the number “1”, we can see all patch content available in BigFix right now.

Go ahead and turn off this filter to see more content. You will notice the number of patches in the top left corner
increases when you do.

We will turn this filter back on in a minute during the patching process.
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42. We will set up some filters to look for Patches of a Critical Severity on Windows endpoints only and are applicable to
endpoints in our environment right now. The process is below but see if you can apply these filters by looking at the
WebUI page. They are pretty intuitive.

a. Apply afilter to see only Ubuntu patches Site Name s¢
o Click in the grey box in the “Site Name” column
e Check the box next to “Patches for Ubuntu <version>" O B
o As with patch severity above, note the number one (1) in the blue oval in the [[] Patches for RHEL 8

header. This means we have applied a filter to this column

Patches for Ubuntu 2004
o Click anywhere on the page to collapse the “picker”

[] Patches for Windows

b. Apply a filter to see only Critical patches Severity

o Click the grey box in the “Severity” column

e Check the box next to “Critical” -

e Note the number one (1) in the blue oval in the header. This means we have [] critical

applied afilter to this column

e Click anywhere on the page to collapse the “picker” (] important
[] Low
[] Moderate

Unspecified
c. Apply afilter to see currently applicable patches
o Remember that we turned this filter off in step 6. Vulnerable Devices 7,
o Click the “up” triangle in the grey box in the “Vulnerable Devices” column
e Note the “1” in the grey box

Also note that the list of patches has decreased

43. We also have the option to export this information to a file.

Show Summary Report N
eport Name

View: 20 - 1 - 10of 1pages
(O selected items
. " ” . (®) Allitems
a. Click on the “Export” button at the top right
b. Give the report a name
. . . . [ ] Name column only

Specify whether you would like to export all items or the items you

have selected (if you have selected any items yet) Include column headers
d. Specify the type of file you would like to save the report as (CSV, Excel, csv

or PDF) 7O e
e. Choose to open or save the report Set PDF (summary)

Ftrdnidn PP
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44. We can also save this current filter as a Report for later use.

P atc h Select a favorite report -

a. Click on the blue “Save Report” button and enter information

Save Report x
about the report
Provide a meaningful name Report Name
Ubuny Palches

[glen

Provide a description for the Report

d. You can make the report Private (available only to you) or you
can make it available to All Users.

e. You also see the report URL, which you can bookmark for later,

or share with others.

Repart Description

Enter a description here

Private All Users

biglue-webul sbe0062 play products pepsoly com/pat 1 Copy Link

Note: the URL is a link to the report in this BigFix environment, and anyone
you share the report with must have access to this environment.

Feel free to explore the other filters to see what other criteria are available. If you make any changes to the filters, you
will see the header change from “Save Report” to “Update/Save New”

Patch o

If you click “Update” you will overwrite the existing report with the new filters. If you click “Save New” you will be
prompted to enter details about a new report

You can also return to the original report by clicking “Reports” in
the menu bar at the top, and selecting your report from the list (O E1GFIX  Devices  Appsv  Deployments  Reporls

Reports

3reports || View favorite only @

[] ReportName *, Description

D Critical Windows Patches 7 | Site = Paiches for Windows, Severity = Criti.
|:| Critical & Important RHE.. ) | Site = Patches for RHELS, Severity = Critical

D Ubuntu Patches 2 | Entera description here
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45. Now we are going to decide which of these patches to 10patches P Reset ol fters

deploy. Based on our filters, these are all the _
“Unspecified” Ubuntu patches that are applicable to 101tems Selected [l View Setectedonly | Deploy (10

devices in our environment I’Ight now. Patch Name 1 Vulnerable Devices 1, Open Actions  *

46. If we want to deploy all of them, we simply check the
box at the top of the “Patch Name” column and click

»

4

“Deploy”. The number of selected patches appears

Unspecified - Libhogweeds...
next to “Deploy”
Unspecified - Gee-10-Base ..
NOTE: The number of applicable patches in this guide may Unspecified - Libgoo-S1 - U..
differ from what you see in your view.
Unspecified - Libstde++6 - ..

47. The sidebar on the right of the page lists the Deployment Summary
a. This deployment name is “Multiple Action Group” by default, because we
are deploying multiple patches, or taking multiple actions with BigFix.
b. Enter a meaningful name in the grey Deployment Name box. This allows us
to tell this deployment apart from other deployments.
c. If we wish to change the patches being deployed we can click on the “paper
and pencil” icon to the right of the number of patches

48. Click “Next” to continue the deployment process

Deployment Summary

Deployment Name

Ubuntu Patching - <DATE=>

~ 10 Patches @

Show all

49. Select Action. In this step of the patch deployment, we ensure that the correct Action is selected for each patch.
Many patch Fixlets contain what is call a “Default Action” meaning this action is selected by default. In the case of a
patch, the default action is to deploy the patch. Sometimes however, there is no default action, because there is

more than one viable option
for a patch deployment. On — P — —

Deploy Patch

Deployment Summary
) contigure

Deployment Name

this screen, we make sure T
each patch has an action
selected, default or otherwise. —
We can also remove patches
from the list by clicking on the W
blue trash can icon on the
right.

Defalit: Action’ Click here 1o start the depiaymant process.

Defautt: Actian’ Glick hore 1 start the depioymant pracess.

Detaut: Actiont iick

i Unspocsficd  Libudey - UBUTI 20,54 (omood) Defaut: Actian’ Click here o start the depiayrment pracess

B USH.A7E0-1 - Libastd Vulneraiies - Ubuntu 20,041 Defauft: Action? Click hers o start the depioymsnt pracsss.

B USNA9681 Lz Valnerabily - Ubunty 20,04 (o) Defauft: A5t ion Elick here o start the depiapment pracess,

501 - et Vinerabilties - Difautt: Action? ik here o start he deployment procsss.

50. Click “Next” to continue the
deployment process.

Clear AN (0] & Ubuntu Patching - «DATE>

. 10 Patches @

51. Select Targets. In this step of the patch deployment, we choose what endpoints to deploy these patches to. The

endpoints with applicable patches will show up in the list.

52. Check the box(es) next to the applicable device(s), or check the box next to “Computer Name” to select all devices

53. Click “Next” to continue the deployment process
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Deploy Patch
(A £ . Deployment Summary
{w)  Select patch lw) Select action B Sebect targets Configure
Deployment Name
Target by device Target by group

Ubuntu Patching - <DATE=

wbyrarge | (f Managecourns | iew: 30 v e 1of1 pages «  10Paiches

« 1 Target

B computer Name 7, Critical Patches Applicable p_ | Deployments Device Type (53 Groups IP Address DS Name Agent Statug

Bigheclientub20 2

. bigha-client-ub?0 D o 12 & Server Uburitu 20 Lirx Devices, Nati 072330 bighz-clientub20 Instalied

NOTE: In this tutorial, the number of endpoints is one, but yours may be different.

54. Configure. In this step we will specify how and when these patches are to be deployed, how and if the end user will
interact, and actions to take after the patches have been deployed. There are five screens, and we will go through
each one setting behavior and constraints that correspond to our scenario.

Instructions for each page in the Configure step follow, along with settings for each. We will make settings
adjustments according to our scenario.

Note: If you wish to exercise more settings than just the one in our exercise, click the paper and pencil icon next to the
number of patches on the right and de-select some of the patches from this deployment. This will allow you to perform
additional patch deployments and explore other deployment options.
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Configure Options: Run This page specifies schedule information for deploying patches. Make the following settings on
this page:

e Start: Use today’s date and the time of 10:00pm

e End: Use tomorrow’s date and the time of 1:00am

e Retry: Check this box to retry failed patches during the patch window. Click the radio button for “Wait until
computer has rebooted”

Deploy Patch

— - . Deployment Summary
() select patch (~) select actian (/) select targets o Configure
D Name
fun ’ Time Zone Ubuniu Patching - <DATE=
Users 4 Client Time e
T T —— o 10 Patches e
[ 7 Affects all time-related parameters you set on this page
w1 Target &
Offer 4
sStart
Past-Action s Configure
o n @ O DBz 1000 PM ~
~  Run
End & Time Zone
On Clent Local Time
Onoend date @ @® O osos2n 0100 AM - & Start
OB/04/2021 10:00 PM
End
UB/US/2021 100 AM
Run between hours (%) = PRun member actions
Active all members actions of
[] From o5y AM ~ 1 118 AM -~ action group regasdiess of
CITOrS
£ Retry
On failure, retry 3 limes
wiait until computer has
rebaated
) (wen) (o) (rme) (su‘;u (o)
JADED L THLEE TR Lo T C users
Run all the member actions e PomAct
BB Run #l the member actions in the group even an enr
Back
Run Only When
O thee Birectory Palh
Retry

B oo fadure ety 3 % fimes

() waltuntll  10minutes = between aitempts

@ walt untlt computer has rebooted

Reapply action
[ Reapply sctian

Dovwnload
[ peownload presequisite files befare the deployment stans

Stagger actions

[] Start time over ~  hours L mintes to reduce network load
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Configure Options: Users. This page specifies how the patch deployment behaves according to logged-in users. In our
scenario the retail establishments are closed which means that no users are logged in. We will not make any settings
changes on this page.

Deploy Patch

() ‘select patch () select action () select tangets 9 Configure
feun #  Runaction
I Uses # (@ Fvenif there is na logged in user. Display the user interface (o specified users
Messiges #  (OWhenat least 1 of the specified users is logged in, Display the user interfce anly to thase users
Offer s () Only when na user is lagged in
Post-Action F 4

Select users

@) All users
(O users in 3 local session

O usersin & group

Deployment Name
Ubuntu Patching - <DATE=

E ~ 10 Patches £}
I ~ 1 Target @
I Configure
]
Users
5 Run action

Fuen il there is no logged in
user. Display the user interface
1o spec

i Selected users
Al users

w  Post-action

| Back

Configure Options: Messages. This page allows us to display information about a pending and/or running action for end-
users. Depending on the week and month, there may be people working late, and logged into one of these systems. We
will send a notice that the patch process is about to start.

e Before running action: Check the box to send this as a required action

e Action description: Enter a description in the grey box

Deploy Patch
— = 2 Deployment Summary
© s T B s 5 v S
Name
L d Befare running action Ubunty Fatching - <DATE>
e ’ B8 send this s 8 required action (0
Action description: 10 Patches [F.]
Message: £
I P Pateh Window begins at 10:00PM.
1 Target ]
Offer ,
Post-Action F Configure
Run
Users
B Promat me to save work
Messages

] Allow me 10 show action scripy

] Mliew me 1o cancel actian

1 snow message ¥] message
Deadline
10 minutes = from when the action become relevant

‘When the deadline is met

Run action automatically -

‘While running action
[[] Désphay a running message (5
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(=) Before running action
Send this a5 a required action
Prompt me 1o save wedk

= Set deadling
10 minutes from time action s
redevant
Fun action aulomatically

Post-Action

Back
| EE— |
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Configure Options: Offers. This page allows logged-on users to run the patch deployments outside of the “Run” window.

We will allow these users to kick off the patch process early if they choose.

o Offer: Check the box to send as an offer
e Offer Description: Enter a description in the grey box
e Check the box to notify the logged-on user about this offer

Deploy Patch

l’_, Sefect patch 'i\ Select action '\/ Select targets e Configure

Aun Offer
B Send this as an offer ()

Offer Description
B I U & & x X A0 EF &—-—8B .«

Users

Messages

I Offer

Post-Action

window beging at

LU T . T ¥

B notify me of offers
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Deployment Name
Uuntu Paiching - <DATE=

10 Patchies ]
+ 1 Target ]

Confligure

. Run
- Users
Miessages
Offer
Tt Send this as an offer

«  Post-Action

Back
L |
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Configure Options: Post Action. This page allows us to restart or shut down endpoints after patching.

a. We will reboot the endpoints after the patch cycle, so select the “Restart the computer” radio button
b. We will accept the default Title and Text under “Prompt before restarting”
c. Leave the “Allow me to cancel restart” unchecked. “Me” is the end-user, not the administrator
d. Setthe Deadline for 5 minutes from time action completes
e. Accept the “Restart Automatically” default radio button in the “At Deadline” section.
Deploy Patch
(-7} selectpatch () Select action (-] selecttargets 9 Configure
Deployment Namse
Run £ after the action Is run UbLntu Patching - <0ATE=
e | Ofnctng + 10 Patches ]
Messages # (@ Restart the compuler
Offer # (5t down the computer 1 Target @&
I Post-Action rs Configure
| Prompt before restarting v
Display message bo aclive uzers G Ve
_—
Restart Now A e
w  Offer
-
Your system adminlstrator ks requesting that you restart your computer, Please save any unsaved work and then take this action fo restart your computer, o Postiietin
@ After the action is run
Restart the computer
I -

[ Alsow me 1o cancel restart

setdeadiine 8 minites = fram time action completes
At deadline
(8) Restart Automatically

(O show the action message at the 1op unt] | accept

55. Verify your selections as necessary. When you are satisfied with the selections, click the blue “Deploy” button in the
right sidebar.
56. You may now watch the deployment progress in the Deployment window

Ubunty Patching - <DATE>

Overvkew  Dovice Beslts  Compiosed Results

(S BT
Bebaviar
= il G Cepptrpiroest.
- £ Ty T3 Ty e = 0 Aurg 3071 0100

= Zone Chert Time
[ep——

Aean Reetart Reqused
o er
Oetoils
tpen
anet 02 g 301 1208
s By BFflke
Targatng
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There is some useful information on this page:

. . . Behavior
a. Stop Deployment button. You can click on this button on the right to
R R . K Type Other Group Deployment
stop the deployment. Any currently running patch installations will st 04 Aug 2021 22:00
continue to run, but subsequent patches will not install. End 05 Aug 2021 01:00
Time Zone Client Time
Pre-cache Not Required
Restart Restart Required
Is Offer Yes
Details
1D 121
State Open
b. Overview tab. Shows the progress of the deployment.
Ubuntu Patching - <DATE=
Overview Device Resufts Component Recults
Deployment Status

c. Device Results tab. Gives an overview of the devices in the deployment and their current status.

Note: When you click on the Device Results” tab, you may see messages such as “Constrained by distribution time” or
“Constrained by distribution date.” This has to do with the fact that the patch distribution is scheduled in the future. Itis
expected, not an error.

Ubuntu Patching - <DATE>

Overview  DeviceResults  Component Fesults

1 Resull
Status; AN~ Sort by Stalus = View: 20 = 11 4p
Buvice Nama Lt S Stabus
bighe-client-ub20 8 minutes aga Kot Reprted

d. Component Results tab. Gives the status of each component/patch in the deployment

Ubuntu Patching - <DATE=

Overview  Device Results.  Component Results

10 Daploymants q
st exsutonoves - view 20« [ 11
Unspacified - Libhagweeds - Utuntu 20,04 (amdsd) Open

Unspacified - Gee.10-Base - Ubuntu 20.04 (amadéd) Open

Unspecified - Libgec-S1 - Ubuntu 20,0 Gpen
Unspacified - Libstdes+6 - Ubuniu 20.04 (amd6d) Gpen
Unspecified - Litsmystemdd - Ubuntu 20,04 {amedé4) Gpen
Unspecified - Libudov) - Ubuntu 20.04 {amdbd} Bpan
USN-4760-1 - Libzstd Vulnerabilities - Libuntu 20.04 {amd64) Open
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BigFix Patching Scenario — Using Patch Policies

Executive Summary

A Patch Policy is a set of criteria that defines a patch list; that is, a collection of Fixlets that meet the patching criteria of a
specific set of endpoints.

Patch Policies enable you to enforce your organization’s patching cycles and security guidelines, to ensure continuous
security and compliance for your organization. With Patch Policies, you can create patching schedules for different
groups of machines and assign different deployment behaviors to each. You can also set patch timing, frequency and
duration, pre-caching and retry behavior, stagger start times, bypass errors, and notify device owners when a restart is
pending.

BigFix Patch Policies:

Enable you to choose what content is available for your patch process

Allow you to update content on a schedule, so you always have the latest content if the vendor makes a change
Allow you to create different schedules for patching endpoints

Can be completely automated end-to-end, or policies and schedules can be enabled and disabled as needed

Here are some examples of a Patch Policy:

Distribute all critical and important patches to all Windows 10 workstations beginning the Friday after the second
Tuesday of the month and keeping the content available until the last day of the month.

Another example of a Patch Policy is to test all Critical Windows Server patches by distributing them to a group of test
servers at 10:00pm on the second Tuesday of the month, and based on the successful outcome, distributing the same
patches to a group of DEV servers at 10:00pm on the Wednesday after the second Tuesday of the month, and
distributing the same patches (as long as successful) to the production servers on the Friday after the second Tuesday,
between 10:00pm and 11:59pm

Another example is the requirement to patch the platform (operating system) of a group of production database
servers, but not the application (MS SQL) running on those servers, and to perform this patch process the Saturday after
the second Tuesday, between 10:00pm and 11:59pm.

Patch Policies can be used in three ways:

Fully Automated Patching. You can set a Patch Policy to check for applicable patches on a specified interval. You can
then enable a patching schedule that automatically delivers this patch content to the endpoints you specify. This
method takes advantage of the automation within BigFix to apply a “Set it and forget it” methodology to patching
endpoints.

Semi-Automated Patching. You can set a Patch Policy as indicated above and set up multiple schedules for the endpoints
you want to patch (test, dev, prod), and suspend the schedules so the endpoints are not patched until the patch content
has been tested in your environment.
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Scheduled and/or exception patching. You build a patch policy with schedules that dictate when different groups of
endpoints get patched, and endpoints and/or endpoint groups are added or removed to the schedules as needed

Scenario

You are a retail customer with establishments where you serve your own customers. You have a central datacenter at
your corporate office, regional distribution centers, and retail stores.

The endpoints in your environment are managed different ways depending on their location and purpose. For purposes
of this scenario, the endpoints are distributed as follows:

e Windows devices represent the point-of-sale devices (POS) in your retail stores
e Ubuntu devices represent other devices in your retail stores
e Red Hat devices represent devices in your datacenter and your regional distribution centers

The patch process for your company has been established to support the business, and your job is to enforce the
process to protect the business interests. You must patch your endpoints, regardless of location, on a schedule that
does not interfere with retail business hours. You must be able to select patches based on severity and operating
system, and you must be able to deploy patches on different schedules with different procedures based on location,
function, or operating system. Finally, you must have the ability to perform all functions without the aid of a local
operator.

Note: this demonstration scenario and the script below is provided as a means of familiarizing you with how BigFix
works. Even if your business does not line up with the retail model, most businesses have endpoints in more than one
location, and must apply patches on varying schedules with varying requirements. Once you are familiar with the
solution, feel free to exercise it using different scenarios, or use your own patching scenario.
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Windows Patch Policies Walk-thru Script: Weekly Patch Cycle

57. To perform the demo, navigate to https://hclsofy.com to create an environment, or to the WebUI URL you
bookmarked previously.

NOTE: SoFy Solutions do not last forever; they have a maximum life of 24 hours at any given time. If you wait more than
24 hours without extending, the solution will expire, and you will have to create another one (see Extending Deployment
Time for more information).

58. In this scenario we are going to apply Windows patches using BigFix. We will apply some filters to look at Critical
Patches for Windows, and we will focus on patches that are relevant in our environment right now. As we walk
through this demonstration, feel free to work with the filters to see what choices you have, and how the selections
change by applying and removing filters.

59. We will first log into the WebUI. OBlele
a. This URL is located on the Solution Content -> HCL BigFix Preview -> General '
Information -> Open Link Button to the right of “HCL BigFix WebUI Username

b. Use the User ID and Password located on this page to log into the WebUI. —

Password

IMPORTANT: The username and the password are both case sensitive!

60. The first page you will see in the BigFix WebUI is the Overview Dashboard.

Palch Severily m

Deplopments in the Last 30 days n cyrare
P

]
onc

il

i
[

Take a minute to look around and see what information is available on this page. This is your “at-a-glance”
information center for managing your infrastructure. This is data available to you without having to initiate an
endpoint scan or run a report against a database. These tiles are customizable as well —you can re-arrange them or
gather different data than what is currently visible.
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Creating a Patch Policy #1

61. From the WebUI Overview Dashboard, Click Apps -> Patch Policies.

D Overview % (D Warning: Potential Security Ris X +

&« O B ntips:/bighix-webui.sbx0062.pl

0 BIGFIX Devices Apps ~ Deployments Reports

Content
Custom

MCM
Numbers

6 Devices manage  Patch
0 Critical patches
0 Software packag Profile
4 Custom tasks Query

0 Baselines Software

62. This is where we create different policies for the content we want to deploy. Since there are no existing Patch
Policies, we will need to create one. Click the “Add Policy” button in the top right corner

63. Enter the following information to create the Patch Policy:

a. Policy Name: Red Hat Patch Policy

b. Site: Demo

c. Description: Enter a meaningful description, that will be useful after you have created multiple policies
d. Include Content: External Content

e. Operating Systems: Red Hat Enterprise Linux

f. Severity: Critical & Important

g. Category: Bug Fix & Security

h. Type: OS Updates

i. Include Patches for: Red Hat Enterprise 7 & Red Hat Enterprise 8

j.  Auto-refresh: Click the “Enable” button and change the time to 5:00am
k. Change the Timezone to (GMT-5:00) Eastern Time (US and Canada).

A screen image follows to reference the appropriate settings
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Patch List Criteria

Policy Name *

Red Hat Patch Paolicy

Site ¥

Demo -

Description (optional)

External content

Red Hat Enterprise Linux 7 & 8

Bug Fix & Security

08 Updates

Auto-refreshes monthly, 1 day after the 2nd Tuesday at 5am Eastern Time

Include Content *
[ Custom content
External content

lude External Content

Operating System * Category * Include Patches for:
O Cent0s M Bug Fix

Red Hat Enterprise 5
O Oracle Linux [] Enhancement t B

[] Red Hat Enterprise 6
Red Hat Enterprise 7
Red Hat Enterprise 8

@ Red Hat Enterprise Linux
© SUSE Linux Enterprise
¢ Ubuntu

© Windows M Security
Severity *

Critical Type *
Important M 0S Updates
[] Moderate

[ Low

] Unspecified

Exclude Content

Exclude from this policy any patch whose title contains one of these keywords:

This policy refreshes | Monthly +
1 Z Dayafterthe| 2nd +~ | Wednesday ~
At 05 | 00

T\‘mezone:l (GMT-05:00) Eastern Time (US and Canada) v

64. Click “Save” to save the policy

65. The right pane displays the new policy details. The Patch Policy state is Suspended A Suspended
when created, and the Activate button is not available until at least one schedule is ‘ . -
added Medified 7 minutes ago

Coesled by BFNUscr
External Criterla
Criical, importent
Bug Fix, Securty
Demo
os Red Hat Enterprise Linux
Type 05 Updates
Exclusion Criteria
Keyword Exciusions
Mext Refresh (available for aetive palicies)
Frequancy Wantthly 1 day after the znd Tuesday

Manage Patch Policy
Edit Policy
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66. Click on the “External Content” tab to view the patches included in this )
policy Red Hat Patch Policy

Schedules External Content

External content Red Hat Enterprise Linux 7 & 8 Bug Fix &

67. The screen displays the list of patches included in the policy

Red Hat Patch Policy

Schedules External Content

List of Patches included or excluded

-
Refine My Results 59 Patches

Collapse All Expand All Exclude (0)

Reset filters

RHSA-2021:2988 - Varnish:6 Security Update - Red Hat Enterprise Linux 8 (x86_64)
> applicable Patches
RHSA-2021:2883 - Thunderbird Security Update - Red Hat Enterprise Linux 8 (x86_64)
RHSA-2021:2781 - Java-11-Openjdk Security Update - Red Hat Enterprise Linux 8 (x86_64)
RHSA-2021:2776 - Java-1.8.0-Openjdk Security Update - Red Hat Enterprise Linux 8 (x86_64)
RHSA-2021:2717 - Systemd Security Update - Red Hat Enterprise Linux 8 (x86_64)
RHSA-2021:2716 - Kpatch-Patch Security Update - Red Hat Enterprise Linux 8 (x86_64)

RHSA-2021:2714 - Kernel Security And Bug Fix Update - Red Hat Enterprise Linux 8 (x86_64)

DDDDDDDDH

RHSA-2021:2660 - Linuxptp Security Update - Red Hat Enterprise Linux 8 (x86_64)

Red Hat Patch Policy
68. Under “Refine My Results” click the “Expand All” button

69. Check the box next to “Applicable Patches”
70. Notice the list of patches decreases in number. This allows you to control the patches List of Patches Included or excluded

included in your patch deployment.

71. We will leave the box un-checked for this exercise, so un-check the box

Schedules External Content

Refine My Results

Collapse All Expand All

Reset filters
v Applicable Patches
Applicable Patches

72. The “Refresh Now” button refreshes the applicable patch list, overriding the schedule we set when we created the

policy
73. The “Activate” button is not available until we add a schedule to this policy
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Adding a Schedule to a Patch Policy

74. Click on the “Schedules” tab to return to the previous window and click the blue bar to add a schedule.

Red Hat Patch Policy

Schedules External Content

External content Red Hat Enterprise Linux 7 & 8 Bug Fix & Security OS Updates Auto-refreshes monthly, 1 day after the 2nd Tuesday at 5am Eastern Time

No schedules found. Add a schedule

75. We will use the same schedule as the Red Hat Patch Exercise.
a. Patch Schedule a Name: Datacenter Servers
This event repeats: Monthly (no change)
No change to “1 Day after the 2nd Tuesday”
At: The servers in the datacenter are patched at 10pm, so change the time to 10:00 PM
Time: No change, use “Client Time”

Check “Download required files” and change the time to 2 Hours
Change “Stagger patching start time...” to 0 hours 10 minutes
Leave “Skip errors and continue patching” checked

Change the “Retry” to 15 minutes between attempts

k. Leave “Force restart” unchecked

Sm o o0 T

[ —

Add Policy Schedule

Patch Schedule Name *

Datacenter Servers

This event repeatsl Monthly +

1 S Dayaﬂerthel 2nd v | Tuesday v

a0 [ oo BN

L4  Client Time Client time is the local time on the endpoint.

Patching duration: 150 - I Minutes « @

Run within the

Actual deployment time is in UTC+14 to accommodate endpoints in all time zones.

Configuration
Download required files 2 + I Hours v before patching starts @
Stagger patching start time to reduce network load by | 0 2 hours| 10 o minutes

M skip errors and continue patching

Refryupto 3 < |times when a patch fails to install
[O] Waitl 15 minutes  ~ between attempts (& Wait until device has rebooted

[] Force Restart

76. Click “Save” in the upper right corner to save the schedule
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Patching Duration: 150 Minutes (the window is 2 % hours, so we have to define the duration in minutes)
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Adding Targets to a Patch Policy Schedule

77. Click the “Add Targets” hyperlink under the “Targets” heading on the right

Red Hat Patch Policy

Schedules External Content

External content Red Hat Enterprise Linux 7 & & Bug Fix & Securlty 0S Updates Auto-refreshes monthly, 1 day after the 2nd Tuesday al Sam Eastern Time

Add Schedule

Hams Frequency _Tatgets
Datacenier Servers Monthly 1 day after the 2nd Tue 06:00 Clent Time Add Targets

78. Click the blue “Expand All” button and take a look at the

. . . [ skip locked constraints during patching
available filters. These are the different ways we can select the

Target By Device Target By Group

target endpoints for this patch policy schedule.
Refine My Results
Collapse all Expand All
We can also target by computer group. Click the “Target By
Group” tab to see the available computer groups. Gl show selectad
We will select our target devices using the filters. V”S';:ff
v Dperating System
a. Click on the “Target By Device” tab Qe -
b. Expand “Operating System” oo
c. Expand “Linux” (] Locked
d. Check the box next to “Red Hat Enterprise Linux” 1 tnlocked
e. Select the devices on the right that correspond to the preese

filter on the left
79. Click “OK” in the bottom right corner

v Most Recent User

W IP Address

NOTE: You can also select the devices on the right without using the
filters on the left. If you use the filters however, you must
remember to select the endpoints, otherwise no endpoints will be
added to the schedule
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Activating a Patch Policy

We have now created a Patch Policy, a scheduled patch deployment, and added target devices to the schedule, but the
policy is not active

80. Click the blue “Activate” button in the top right to activate the Patch Policy.
81. Confirm the subsequent message

Are you sure?
= The policy will be activated.
+ Patching action generation will be triggered at the scheduled time.

« Policies cannot be updated when it is active.

82. Review the policy, schedule, and target devices to ensure the settings are correct.
a. If you need to make a change to the schedule or the policy, you must first suspend the policy
b. You may make changes to the targeted endpoints (add or remove) without suspending the policy
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Creating a Patch Policy #2

We are going to create another policy for the retail endpoints.

83. Click Apps -> Patch Policies on the WebUI menu bar. Apps -

| Content

Red Hat Patch Palic
Custom

Schedules External Conte

External content Red Hat E & Secul

Patch

Patch Policies

Penfila

84. Notice the policy we just created, and the information provided
85. Click the “Add Policy” button in the top right corner

1 Policy o

Sor by: Name = View: 20 « ﬂ

atch Polic
ntent Red Hat Enterprise Linux 7 & 8 Bug Fix & Security 08 Updates Auto-refreshes monthly, 1 day after the 2nd Tueesday at Sam Eastem Time
58

active

4 (0 Groups) 0 since B/B/2021, 1:19.08 PM
fed Hat Enterprise Linus 71172027, 60000 AM

Type 05 Updates sie Demo

86. Enter the following information to create the new Patch Policy:
Policy Name: Retail Servers Patch Policy
Site: Demo
Description: Enter a meaningful description, that will be useful after you have created multiple policies
Include Content: External Content
Operating Systems: Windows
Severity: Critical
Category: Security
Type: OS Updates
Include Patches for: Click the “Show More” link and check the box next to “Windows Server 2019”
Auto-refresh: Click the “Enable” button
Change “This policy refreshes” to “Weekly”
Change the “On” day to “Wednesday”
. Change the time to 5:00am
Change the Timezone to (GMT-5:00) Eastern Time (US and Canada).

53T AT TSR M0 Q0 oW

A screen image follows to reference the appropriate settings

11 4%
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Patch List Criteria

Policy Name *

Retail Servers Patch Policy
Site*

Demo

Description (optional)

Windows Critical Patch policy
08 Security updates
Windows Server 2019

Include Content *
[] Custom content
External content

Include External Content

Operating System * Category * Include Patches for
© Cent0s [ Bug Fix _
© Oracle Linux [ Enhancement O W{ndnws o
© Red Hat Enterprise Linux O W{ndnws 7
© SUSE Linux Enterprise 0 windows 8
© Ubuntu [] windows 8.1
® Windows Security [ Windows Server 2003
Severity * [ service Pack [0 Windows Server 2008
Critical Type* Windows Server 2019
[1 Important 0S Updates Show More
[] Moderate [ 0s Application Updates
[] Low [ 3rd Party Updates
[] Unspecified
Exclude Content
Exclude from this policy any patch whose title contains one of these keywords:
Auto-refresh
This policy refreshes IW
On| Wednesday «
At o5 | oo
T\'mezone:l (GMT-05:00) Eastern Time (US and Canada)
H u“ ” H
87. Click “Save” to save the policy
mEl Suspended
. . . . . . .. 0 updaes
88. The right pane displays the new policy details. The Patch Policy state is
. . . . Policy 0 z
Suspended when created, and the Activate button is not available until at least ... 8 few saconds g0
one schedule is added ey sia
External Criteria
Severity Critical
Category Security
Site Dema
o5 Windows
Type 05 Updates
Keyword Exc
Next Refresh {availible: for active policies)
Frequency Weekly Wednesday

Unauthorized duplication prohibited
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89. Click on the “External Content” tab to view the Retail Servers Patch Policy

patches included in this policy I
Schedules External Content

Windows Critical Patch policy OS Security updates Windows Server 2019

90. The screen displays the list of patches included in the policy

Retall Servers Patch Policy
Schedules External Content

List of Patches included or excluded

Refine My Results 9 Patches

Collapse All Expand All Exclude (0)

Reset filters

MS21-JUL: Cumulative Update for Windows Server 2019 - Windows Server 2019 - KB5004244 (x64)
> Applicable Patches
MS21-JUN: Servicing Stack Update for Windows Server 2019 - Windows Server 2019 - KB5003711 (x64)
MS21-MAY: Cumulative Update for Windows Server, version 1909 - Windows Server 1909 - KB5003169 (x64)
MS21-MAY: Servicing Stack Update for Windows Server, version 1909 - Windows Server 1909 - KB5003244 (x6...
MS20-DEC: Cumulative Update for Windows Server, version 1903 - Windows Server 1903 - KB4592449 (x64)

MS20-NQV: Servicing Stack Update for Windows Server, version 1903 - Windows Server 1903 - KB4586863 (x6...

DDDDDDDH

MS20-0CT: Security Update for Adobe Flash Player for Windows Server 2019 - Windows Server 2019 - Adobe F...

91. Under “Refine My Results” click the “Expand All” button

92. Check the box next to “Applicable Patches”

93. Notice the list of patches decreases in number. This allows you to control the patches
included in your patch deployment.

94. We will leave the box un-checked for this exercise, so un-check the box =g - | -]

Refine My Results

Collapse All Expand All

Retail Servers Patch Policy
Schedules m

List of Palches included or excluded

Reset filters

“ Apgplicable Patches
M Applicable Palches

95. The “Refresh Now” button refreshes the applicable patch list, overriding the schedule we set when we created the

policy
96. The “Activate” button is not available until we add a schedule to this policy
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Adding a Schedule to a Patch Policy

1. Click on the “Schedules” tab to return to the previous window and click the blue bar to add a schedule.

Retail Servers Patch Policy

Schedules External Content

Windows Critical Patch policy OS Security updates Windows Server 2019

No schedules found. Add a schedule

2. Click the blue bar to add a schedule. We will use the same schedule as the Windows Patch Exercise.
a. Patch Schedule a Name: Retail Windows Servers

b. This event repeats: Weekly

c. On:The day corresponding to today (if you are doing this exercise on Wednesday, choose “Wednesday”)
d. At: The servers in the datacenter are patched at 10pm, so change the time to 10:00PM

e. Time: No change, use “Client Time”

f.  Patching Duration: 150 Minutes (we could use hours, but the window is 2 % hours, so we will use minutes)
g. Check “Download required files” and change the time to 2 Hours

h. Change “Stagger patching start time...” to 0 hours 10 minutes

i. Leave “Skip errors and continue patching” checked

j. Change the “Retry” to 15 minutes between attempts

k. Leave “Force restart” unchecked

Add Palicy Schedule

Patch Schedule Name *

Retail Windows Servers

This event repeats| Weekly
on| Wednesday
R FV |

At
lEd  Client Time Client time is the local time on the endpaint.

Patching duration: 3 ° Hours v @

Run within the

Actual deployment time is in UTC+14 to accommodate endpoints in all time zones.

Config
[] Download required files 12 Z Hours v before patching starts @
Stagger patching start time to reduce network load by 0 < |hours| 30 < | minutes

Skip errors and continue patching

Retryupto 3 Z times when a patch fails fo install
O Wait| 1 hour v between attempts @& Wait until device has rebooted

Force Restart| immediately after

User Message @

Your system administrator is requesting that you restart your computer. Please save
any unsaved work and then take this action to restart your computer.

3. Click “Save” in the upper right corner
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Adding Targets to a Patch Policy Schedule

1. Click the “Add Targets” hyperlink under the “Targets” heading on the right

Retail Servers Patch Policy
Schedules Extemnal Content

Windowa Critical Patch policy 08 Security updates Windows Server 2019

Frequency
Weekly Wed Z2:00 Chent Time

2. Click the blue “Expand All” button and take a look at the
available filters. These are the different ways we can select the

target endpoints for this patch policy schedule.

We can also target by computer group. Click the “Target By
Group” tab to see the available computer groups.

We will select our target devices using the filters.

Targets

[ skip locked constraints during patching
Target By Device Target By Group

Refine My Results

Collapse All Expand All

Reset filters

“ Only show selected

 Device Type

[ server
v Operating System
a. Click on the “Target By Device” tab Oumx ~
. [] windows ~
Expand “Operating System” o
Check the box next to “Windows” [] Locked
[] Unlocked

We could expand “Windows” but there is no need in the
exercise, because the only Windows computer is Server
2019
d. Select the devices on the right that correspond to the
filter on the left
3. Click “OK” in the bottom right corner

v Device Group
' Most Recent User

W IP Address

NOTE: You can also select the devices on the right without using the
filters on the left. If you use the filters however, you must
remember to select the endpoints, otherwise no endpoints will be
added to the schedule

We have now created a Patch Policy, a scheduled patch deployment, and added target devices to the schedule, but the
policy is not active

4. Click the blue “Activate” button in the top right to activate the Patch Policy.
5. Confirm the subsequent message

Are you sure?
« The policy will be activated.
« Patching action generation will be triggered at the scheduled time.

= Policies cannot be updated when it is active.

6. Review the policy, schedule, and target devices to ensure the settings are correct.
a. If you need to make a change to the schedule or the policy, you must first suspend the policy
b. You may make changes to the targeted endpoints (add or remove) without suspending the policy
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Creating a Patch Policy #3

1. We are going to repeat the Patch Policy creation, the Policy Schedule creation, and adding targets for the Ubuntu

store server.

2. Click Apps -> Patch Policies on the WebUI menu bar., and click the “Add Policy” button in the top right corner

Satch Policy
tert Red Hst Enterprize Linux 7 & 8 Bug Pix & Security 05 Updates Auto-refreshes monthly, 1 day affer the 2nd Tuesday of Sam Esstemn
5

{0 Groups}
Red Hat Enterprise Linux
0F Updates

atch Policy
Patch policy 05 Securfly updates Windows Server 2019
9

1 {0 Groups)
Windows
03 Updates

3. Enter the following information to create the new Patch Policy:
Policy Name: Retail Ubuntu Servers Patch Policy
Site: Demo

Include Content: External Content
Operating Systems: Ubuntu
Severity: Unspecified
Category: Security
Type: OS Updates
Include Patches for: check the box next to “Ubuntu 20.04”
Auto-refresh: Click the “Enable” button
Change “This policy refreshes” to “Weekly”
Change the “On” day to “Wednesday”
. Change the time to 5:00am

S3T AT TS®@m o000 T

A screen image follows to reference the appropriate settings

active
0 since 62021, 1:19:00 PM
B11/2021, 60000 AM
Désma

nctive

0 since &/8/2021, 3:36:26 PM
BIN1/2021, 6:00:00 AM
Demo

Change the Timezone to (GMT-5:00) Eastern Time (US and Canada).

St by Name = Vigw: 20 = “ (GRT}

Description: Enter a meaningful description, that will be useful after you have created multiple policies
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Patch List Criteria

Policy Name *
Retail Ubuntu Servers Patch Policy

Site ™

Demo

Description (optional)

Ubuntu
Unspecified
Security

08 Updates
Ubuntu 20.04

Include Content *
[] Custom content
[ External content

Include External Content

Operating System *

© Centos

(O Oracle Linux

(O Red Hat Enterprise Linux
(O SUSE Linux Enterprise
@ Ubuntu

O Windows

Severity *

[] Critical

[ Important

[] Moderate

[ Low

Unspecified

Exclude Content

Category *
[ Bug Fix
[] Enhancement

Security

Type *
0S Updates

Include Patches for:

[] Ubuntu 14.04
[] ubuntu 16.04
(] Ubuntu 18.04
Ubuntu 20.04

Exclude from this policy any paich whose title contains one of these keywords:

Auto-refresh

This policy refreshes | Weekly v
On| Wednesday ~
At 05 : 00

Timezone:l (GMT-05:00) Eastern Time (US and Canada) ~

4. Click “Save” to save the policy

5. The right pane displays the new policy details. The Patch Policy state is
Suspended when created, and the Activate button is not available until at

least one schedule is added
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Refresh Now

& Suspended
5 Updates

Policy ID 3

Modified 3 days ago

Created by BFXUser

External Criteria

Severity Unspecified

Category Security

Site Demo

0s Ubuntu

Type 0S Updates
Criteria

Keyword Exclusions
Next Refresh

Frequency

Manage Patch Policy

(available for active policies)

Weekly Wednesday

Edit Policy
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6. Click on the “External Content” tab to view the patches included in this policy

Retail Ubuntu Servers Patch Policy

Schedules External Content

List of Patches included or excluded

Refine My Results 8,242 Patches

1] oeeo
I
|
|
I
|
|
|

Reset filters
Unspecified - Linux-Tools-Lowlatency-Hwe-20.04-Edge - Ubuntu 20.04 (amd64)
v pApplicable Patches

[] Applicable Patches Unspecified - Linux-Generic-Hwe-20.04 - Ubuntu 20.04 (amd64)

Unspecified - Linux-Objects-Nvidia-390-5.11.0-25-Lowlatency - Ubuntu 20.04 (amd64)
Unspecified - Linux-Modules-Nvidia-470-Generic-Hwe-20.04 - Ubuntu 20.04 (amd64)
Unspecified - Linux-Modules-Nvidia-450-Server-Generic-Hwe-20.04 - Ubuntu 20.04 (amd64)
Unspecified - Linux-Modules-Nvidia-440-Lowlatency-Hwe-20.04-Edge - Ubuntu 20.04 (amd64)

Unspecified - Linux-Modules-Nvidia-418-Server-5.11.0-25-Lowlatency - Ubuntu 20.04 (amd64)

7. If we wanted to exclude any of the available patches, we would check the box next to the patch and click the blue
“Exclude” button

8. The “Refresh Now” button at the top right refreshes the applicable patch list, overriding the schedule we set when
we created the policy
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Adding a Schedule to a Patch Policy

9. Click on the “Schedules” tab to return to the previous window and click the blue bar to add a schedule.

Retail Ubuntu Servers Patch Policy

Schedules External Content

Ubuntu Unspecified Security OS Updates Ubuntu 20.04

No schedules found. Add a schedule

10. Click the blue bar to add a schedule. We will use the same schedule as the Ubuntu Patch Exercise.
a. Patch Schedule a Name: Retail Ubuntu Servers

b. This event repeats: Weekly

c. On:The day corresponding to today (if you are doing this exercise on Wednesday, choose “Wednesday”)
d. At: The servers in the datacenter are patched at 10pm, so change the time to 10:00PM

e. Time: No change, use “Client Time”

f.  Patching Duration: 150 Minutes (we could use hours, but the window is 2 % hours, so we will use minutes)
g. Check “Download required files” and change the time to 2 Hours

h. Change “Stagger patching start time...” to 0 hours 10 minutes

i. Leave “Skip errors and continue patching” checked

j. Change the “Retry” to 15 minutes between attempts

k. Leave “Force restart” unchecked

Add Policy Schedule

Patch Schedule Name *

Retail Ubuntu Servers

This event repeats | Weekly +
On| Wednesday

10 | oo m
LA  Client Time ﬂ chem time is the local time on the endpoint.
Patching duration: Hours v @
Run within the

Actual deployment time is in UTC+14 to accommodate endpoints in all time zones.

Configuration
] Download required files 12 z Hours v before patching starts @
Stagger patching start time to reduce network load by 0 < hours| 30 < |minutes

Skip errors and continue patching

Retryupto| 3 £ times when a patch fails to install
O Wait| 1 hour ~ between attempts ( Wait until device has rebooted

Force Restart| immediately after v

User Message @

Your system administrator is requesting that you restart your computer. Please save
any unsaved work and then take this action to restart your computer.

11. Click “OK” in the upper right corner
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Adding Targets to a Patch Policy Schedule
1. Click the “Add Targets” hyperlink under the “Targets” heading on the right

Retail Ubuntu Servers Patch Policy

Schedules External Content

Ubuntu Unspecified Security OS Updates Ubuntu 20.04

Add Schedule

Name Frequency Targets
tail 3 Weekly Wed 22:00 Client Time Add Targed
2. Click the blue “Expand All” button and take a look at the , , ‘
. . . [ Skip locked constraints during patching
available filters. These are the different ways we can select the S —
. . . Target By Device Target By Group
target endpoints for this patch policy schedule.
Refine My Results
Collapse All Expand All
We can also target by computer group. Click the “Target By F-
Group” tab to see the available computer groups. v Only show selected
We will select our target devices using the filters. V"S‘;:::f
v Operating System
a. Click on the “Target By Device” tab Dun -
Windows
b. Expand “Operating System” VLDkM
Expand “Linux” [ Locked
Check the box next to “Ubuntu” D_U"'Wked
d. Select the devices on the right that correspond to the [
filter on the left S
3. Click “OK” in the bottom right corner
W IP Address
NOTE: You can also select the devices on the right without using the
filters on the left. If you use the filters however, you must
remember to select the endpoints, otherwise no endpoints will be
added to the schedule
We have now created a Patch Policy, a scheduled patch deployment,
and added target devices to the schedule, but the policy is not active
4. Click the blue “Activate” button in the top right to activate the Patch Policy.
5. Confirm the subsequent message
Are you sure?
+ The policy will be activated.
+ Patching action generation will be triggered at the scheduled time.
« Policies cannot be updated when it is active.
6. Review the policy, schedule, and target devices to ensure the settings are correct.
a. If you need to make a change to the schedule or the policy, you must first suspend the policy
b. You may make changes to the targeted endpoints (add or remove) without suspending the policy
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BigFix Reporting (Reporting within the WebUI)

Executive Summary

WebUI Reports allow you to quickly create and save custom reports to obtain more specific information about devices,
patches, and deployments of endpoints. WebUI Reports are like bookmarking a page so you can view it later. All of your
WebUI Reports are viewable by clicking the Reports button on the menu bar at the top of the page.

Scenarios

Here are some scenarios when you may find WebUI Reporting useful:

e A patch administrator wants to track all critical and important patches that are applicable to all endpoints,

regardless of operating system.

e A workstation management administrator wants a quick way to view deployments of patches and software, to
keep track of deployment progress.

e The IT operations manager wants to view summary information about the team’s tasks and export this

information for later use.

If you completed the patch exercises, you may have already created some reports. We will create some more here, to
demonstrate the ease of use of BigFix Reporting
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BigFix Reports: Patch Compliance

7. We will first log into the WebUI. @BlGFm
a. This URL is located on the Solution Content -> HCL BigFix Preview -> General
Information -> Open Link Button to the right of “HCL BigFix WebUI usemane
b. Use the User ID and Password located on this page to log into the WebUI. e

IMPORTANT: The username and the password are both case sensitive!

8. The first page you will see in the BigFix WebUI is the Overview Dashboard.

Patch Sevesity [ rce- |

Deployments in the last 30 days n oty
e —

Take a minute to look around and see what information is available on this page. This is your “at-a-glance”
information center for managing your infrastructure. This is data available to you without having to initiate an
endpoint scan or run a report against a database. These tiles are customizable as well — you can re-arrange them or
gather different data than what is currently visible.
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9. From the WebUI Overview Dashboard, Click Apps -> Patch.

O Overview x  +

@ Dbigfix-webui.sbx0126.temp.hclsofy.dev/framework

hops - pepiofments reperts
Overview ~

Custom

MDM
Numbers
2 Critical patches  Patch Policies
0 Software packag Profile
0 Custom tasks Query
0 Baselines Software

4 Deployments that are currently open

On this page we see at a glance, the patches that are applicable in our environment right now. The BigFix Agent has
already evaluated this current content and determined that it is applicable to the device on which it is running.
Again, we did not have to initiate a scan or run a report — the agent already knows.

e BIGFIX Devices Apps v Deployments

Patch Select a favarite repart - m export [l Show Summary

Tapatches T Reser sl finen View b 1 - > 1of 4pages
[ Patchmame *. Vulnerable Devices Open Actions 7, (1] Site Name Severity Saoftware CVE IDs Category Rel

3 = & iy
O mustiple Package Baseline 4 (i W01 Patches for RHEL 8 LTS HiA
[0 enable the Mutiple-packa 4 o 20 Patches for RMEL 8 A A
] impen ResGrGKEY-redh.. 4 o 301 Patches for RHEL 8 MK Mt
I':I dnf command with RHSM 4 o 401 Patches for RHEL B NiA NiA

F1786807  Patches for RHEL 8 Moderate BEServerexln_64 CVEZ071-3516, CVE-Z071-. Security Advisory Jum

|:| RHSA 20212574 - pm Se. 4 o 57407 Patches for RHEL 8 Moderate BaServersnts b CVE20-20271 Security Advisedy Jun Z
[j RHSA-2021:2575 - L1d Sec. 4 o 21257501 Patches for RHEL 8 Moderale BaServersxd_od CVE-2021-3520 Security Advisory Jun
[J  rrBa-2021:2577 - Subscr. i o 21257701 Patches for RHEL 8 <Unspecified» BaServermgo_ 64 MiA Bug Fix Advisary Jun
!:‘ RHBAZ021:2587 - Openid 4 o I12589107  Patches for RHEL 8 <Unspetifieds BEServer®ntt 4 A Bug Flx Advisory Jun 2}
O rusazom ysern. 4 1] 1IT1T Patches for RHEL & Important B#Serverdxhé_64 CVE-2021-33910 Security Advisory 2
| 2170 - Glib2 e 2 0 137001 Patches for RHEL 8 important Brgerverinio_o4 CVE-2021-27219 Security sdvicory Jun 1,
D Run “dist-upgrade’ 1o inslal, i o 3 Patches for Ubunlu 2004 Uburnlu-2004-x64 NiA Qe
[Z]  instal it avaitsbie updates 1 o 5 Patches for Ubuntu 2004 Uburtu-2004-x64 NFA Oct 1
[ uPDATE: Microsoft NET Fr 1 o 48001 Patches for Windows Unzpecified Wind.1, Win2012, Win2_ [8] Unspecified Faature Pack Aprl
D Set up Network Share for O, 1 ] 365018 Patches for Windows Unspecified Office 2013 unspecified Unspecified Miar 3

The first column lists the Patch Name. Next to this column we see Vulnerable Devices. There is an entry in the grey
box at the top of the column which means a filter has been applied, in this case, to only show patches that are
applicable to at least one device in our environment right now. If we turn the filter off by clicking on the “down”
triangle to the right of the number “1”, we can see all patch content available in BigFix right now.

10. Go ahead and turn off this filter to see more content. You will notice the number of patches in the top left corner
increases when you do.

11. We will set up some filters to look for Windows Critical and Important patches that are applicable to endpoints in
our environment right now. The process is below but see if you can apply these filters by looking at the WebUI page.
They are pretty intuitive.
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a. Apply afilter to see only Critical and Important patches
e Click the grey box in the “Severity” column
e Check the boxes next to “Critical” and “Important”
o Note the number two (2) in the blue oval in the header. This means we have
applied a filter to this column
e Click anywhere on the page to collapse the “picker”

b. Apply a filter to see only Windows patches
e Click in the grey box in the “Site Name” column
e Check the box next to “Patches for Windows”
o As with patch severity above, note the number one (1) in the blue oval in the
header. This means we have applied a filter to this column
o Click anywhere on the page to collapse the “picker”

c. Apply afilter to see currently applicable patches
e Remember that we turned this filter off in step 6.
o Click the “up” triangle in the grey box in the “Vulnerable Devices” column
o Note the “1” in the grey box

Also note that the list of patches has decreased

Severity

Critical

Important
1 1o

Site Name

[] Patches for RHEL 8

m

[] Patches for Ubuntu 2004

Patches for Windows

&

Vulnerable Devices

12. Notice that the list contains some patches in black text and some in gray italics text. The patches in italics have been
superseded by another patch, like a cumulative rollup. The vulnerability that the patch addresses still exists
however, which is why the patch shows up in the list as “applicable” to one of the devices in our environment.

l_l Patch Name *, Vuinerable Devices . Open Actions ", o Site Name Severity ‘Software
/ : : o =

] ws21-aam: Security updat 1 o 453558005 Palches for Windows Impartant Win201%

[0 ws21eee: cumalative up. 1 o AS01BET0S  Pulches for Windows Important Win2og

CVE IDs Category Rl

CVE-2020-0680 Security Update Jdan1

ovE2021241M Security Update Feb
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13. We will now save this filtered list as a report so we can reuse the filter later. Click on the blue “Save Report” button

P atc h Select a favorite report -

a. Enterinformation about the report

b. Provide a meaningful name, to distinguish it from other Save Report %
reports Report Name

c. Provide a description for the Report. The description will Criical and Important Windows Patches

help others understand the reason for the report

d. You can make the report Private (available only to you) or
you can make it available to All Users.

e. You also see the report URL, which you can bookmark for
later, or share with others. Private All Users

https://bigfix-webui.sbx0012.play.products.pnpsofy.com/pati I Copy Link

Report Description

Site=Patches for Windows, Severity=Critical & Important, Vulnerable Devices >1

Note: the URL is a link to the report in this BigFix environment, and
anyone you share the report with must have access to this
environment.

14. We are going to create another report while we are on this page, a report that shows all Windows Critical and
Important Patches, whether they are applicable to devices in our environment or not. The reason for creating this
report is that we want to use it for patch deployments, and we may include patches that are not relevant now but
may become relevant during the patch deployment, or at a later point.

15. Click the bottom black triangle under “Vulnerable Devices” to remove the filter.

16. You will notice several things change on the page:

a. The number of patches increased

&

Vulnerable Devices

e,
b. The “Save Report” button was replaced with “Update” and “Save New” 0 =
buttons. The “Update” button overwrites the report we just created with
the new filters. The “Save New” button saves a new report with the new filters.
17. Click on the “Save New” button and provide a name and a description, like we did before.
PatCh Critical Windows Patches -
Save Report X

Report Name

All Windows Critical and Important Patches

Report Description

Site=Patches for Windows, Severity=Critical & Important, Vulnerable Devices=0

Private All Users

https://bigfix-webui.sbx0012.play.products.pnpsofy.com/pat [ Copy Link
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18. One you have saved the reports, they are listed in the Reports section of the WebUI, and you can return to them by
clicking “Reports” in the menu bar at the top and selecting your report from the list.

Reports

2reports || View favorite only

D Report Name T, Description Content *, Share With Owner T,
D Critical and Important w..<2 | Site=Patches for Windows, Severity=Critical..  Patch Private BFXUser
D All Windows Critical and..© | site=Patches for Windows, Severity=Critical..  Patch Private BFXUser

Keep in mind that the filters in the report govern what information the report returns but does not save the results
of the report. In other words, if you run one of these reports today and use it to patch your environment, the
results will be different if you run the same report tomorrow.

Editing a Report

Remember that our first report was to keep track of critical and important patches for all operating systems, not just
Windows.

19. Click on “Reports” in the WebUIl menu bar
20. Click on the blue oval under “Site Name” and add the other operating system(s)

Site Name S
patch site(s).
21. Click “Update” to update the existing report filters O ‘
22. Now we need to change the name and the description of the report, to reflect what
the report is for Patches for RHEL 8

Patches for Windows

Patches for Ubuntu 2004

23. Click on “Reports” in the WebUI menu bar
24. Check the box next to the report you wish to edit 1 Item Selected ‘ Edit(1)  Delete (1)
25. Click “Edit” in the blue report header bar

[] ReportName * Description

NOTE: If you select multiple reports to edit at the same time, you can
only edit the availability of the report: Private or All Users.

Critical and Important W..<? | Site=Patches for Windows

NOTE: You can also delete reports from this page
D All Windows Critical and...<? | Site=Patches for Windows
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26. Make changes, as appropriate, to the Report Name and the
Report Description Edit Report %
27. Click “Save” at the bottom right of the page

Report Name

Critical and Important Patches

NOTE: When you edit the report, the URL does not change

Report Description

Sites=Patches for Windows, Patches for RHEL 8, Patches for Ubuntu 20.04
Severity=Critical & Important
Vulnerable Devices >1

Private All Users

https://bigfix-webui.sbx0012.play.products.pnpsofy.com/pat {@ Copy Link
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BigFix Reports: Tracking Deployment Progress

1. We are going to create a report to track the progress of deployments within our environment.

If you completed the patch exercises, you may remember the Deployment Status window. We can track a
deployment by overall deployment status, by deployment per device, and by deployment per component
(patch, in this case). See the following three screens for examples.

Deployment Status

Overirn  DedesBessily  Coesperesd Sewsts

Dsiosymem Erns

Deployment Status Per Device

Overvirn  DevioeBesaly  Doesparesd Sewsts

Deployment Startus Per Component
2eworrns a _ | =veom |

Habealy Tageis
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We want to create a report to track all of our open deployments.

28. Click on “Deployments” in the WebUIl menu bar

29. The list of filters is on the right, under the “Refine My Results” header.

4

30. Expand “Deployment State” and check the box next to “Open’
31. Click the “Save Report” button in the Deployments header

a. Provide a meaningful name, to distinguish it from
other reports

b. Provide a description for the Report. The description
will help others understand the reason for the report

c. You can make the report Private (available only to
you) or you can make it available to All Users.

d. You also see the report URL, which you can bookmark
for later, or share with others.

NOTE: the URL is a link to the report in this BigFix environment,
and anyone you share the report with must have access to this
environment.

32. Remember from the previous example that we can edit the
report by modifying the filters. For example, you can modify

Refine My Results

Collapse All Expand All

Reset filters

“ Failure Rate %

~
~

<>

“ Deployment State

Open
[] Expired
[] Stopped

3 Annlicatinn Tuna

Save Report

Report Name *

Open Deployments

Description

Report of all open deployments in cur envirenment

Visibility

Private All Users

£ Copy Link

the filters for this report to track expired deployments, or deployments that require a restart.

NOTE: You do not have to save the new report to see the report results. The results change as the filter changes.
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BigFix Reports: Viewing Summary Information

1. We are going to take a look at Summary Reports, previously referred to
as In-Line Reporting. Summary Reports are available everywhere in the

WebUI where you see the “Show Summary” button in the top right

corner of the page.

Export To ~ Show Summary

2. We will start with Devices Summary. Click “Devices” on the blue menu bar at the top of the page.

Devices Select a favorite report - m
b devices Managecolumns  View: 20 = ). 1011 pages
[0 compstername » Herealp_  Applicab_  Hoeploym_  HDevieeT.  Hos Hooups Ui Adde.  HONSMame HAgentsi  UuserNa_  HiastRep.  HManage_  HLecked
= = m
[0 wermcomnw @ | ves Sarve W09 T Nl 10542020 bighechen.  installed Irmeutes . BESAgent Mo
[0 Golwzevwr @ Mo 9 Server UouxRed.  UnxOe_ 1064226 bigheserses  instlled “nones Aminutes . DESAgent  No
[0  gfcchentta @ N h o Smtver Linug Red Lirsut Dl MO 2187 bighaclien_  installed anone A ravutes DESAgent Mo
[0  bgherelayubzo @ Mo Server Ummibon  Wghefesls 1064226 bighersy  installed “none Wimintes. BESAget Mo
O @ Mo Serve Unifed . LmOedl 1064210 bighowebu  installed “rene BES At Mo
O bgieckentubzo @ N 0 Server Linus Libun MW642255  bighecien.  Installed wnones BESAgEt Mo
i “Sh mary” b inth ight of th
3. Click the “Show Summary” button in the top right of the screen.
Devices Select a fvorie repor m
Device Type by Report Time By 05 Family By Largest Group
T 17 days ¥30dep e i e
Linis e | 4
CU T
oo Diont . b . ¢ ot Doman Joined  Windoss | 1
sarve C o ® Y —
o Hat Erturpeine Lt | 3
et | 3
wisgowe | 1
b devices Manage columes View - - 10f 1 pages
[] Ccomputer mame 1L Hermieal P EAgplicsb.  HDeploym_  EDeviceT.  Hos E @roups HwpAddre. HonSName HagentSt.  EuserNa.  HiastRep. EManage.  Hiocked
= = - mo-
W 9 ves Server Wm0 Mt Big ME23F bigfuechen.  insinbed aminutes BESAgEt Mo
O © Mo Server U fled . LinsDevl. 1084726 bigfeseres  Instalied neoe Smingies . BESAgent Mo
0 @t Server Linun fred el 10842197 bighwclien  instabed “noe Sminuies . BESAget Mo
O 9 No Server Ui Ubun_  Mighefisls 1084226 bigheseley_  instabed =none: IEminses_ BESAgent Mo
I @ o b Server Unusfied - UnsDedl. 1084210 bighemebul  instabed “nones Sminuies . BES Agent
W @ | No o Server Loy ben, MELZS5  bighuechen.  insinbed one aminutes BESAgEt Mo

4. This view is a summary view of the devices, or endpoints, in our environment. Take a few minutes to click into
the summary charts. You will see that as you click on different items, the device table at the bottom changes,
with the appropriate filter applied. You can also clear the filter by clicking on the “x” in the blue oval at the top

of the filtered column.

5. This Summary View is also available for Deployments and Patch (screen examples follow)
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Deployments Summary

Deployment State by Doployment Date By Fadlure Rate (%) By Application Type
- 7den T e
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Exporting Reports

6. These Summary Reports can be exported as a comma-separated values file (.csv), a Microsoft Excel file (.xIsx), or
a portable document (.pdf).

7. To export the summary report, click on “Export To” in the upper right - e

corner of the page. You can export selected items, all items, or the name
column only (with or without headers). Take a few minutes and explore

your export options, as well as the resulting exported documents.
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BigFix Reporting: Using Web Reports
Executive Summary

BigFix Web Reports is a high-level web application that complements and extends the power of BigFix. It connects to one
or more BigFix databases to aggregate and analyze your entire network. It allows you to visualize your data in a web
browser, with both charts and data listings. Web Reports provides you with a convenient, compact, and timely overview
of your BigFix network, no matter how broadly it extends.

Web Reports is organized around domains, which are content groupings with their own set of built-in reports to get you
up and running quickly. Domains also act as primary filters that allow you to limit the scope of reports and drill down
into your network with finer granularity.

Scenarios

The BigFix Administrator needs to keep track of data for computer hardware and software, endpoint vulnerabilities,
software deployments, compliance remediation, and a host of other information. Here are some of the reports we will

explore:

e BigFix Overview Report, which contains graphs and tables that visually represent the general state of your
network, as well as the effectiveness of your BigFix deployment.

e Computer Properties List Report provides you with a list of properties of your BigFix Client computers, as
well as their values.

e Open Vulnerabilities List Report displays Fixlet messages that are currently relevant.

e Critical Patch Compliance Reports show the administrator information about patches whose source severity
is critical. There is a separate report for each operating system.

e  Missing Patch Report, which shows the administrator a list of patches that endpoints are missing. There is a
separate report for each operating system.

e Other Reports, like Action Lists and Analysis Lists, give the administrator a view into the view of what's
going on in the BigFix environment.
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Accessing BigFix Web Reports

1. Web Reports is a web console that we need to log into. You will find the login link and the credentials on the
Solution Content page within SoFy.

Sk o Nome
bigfix-ver vemen 010
o Salution Content

HCL BigFix Demo Pack - HCL BigFix Preview  SoFy Access Control Service  Solution Console  Grafana  Promethaus

HCL BigFix Preview

Quick Links @ &

HCL BigFix WebUl
ttps i bigfue-webul sba0012 play products prgsofy com/login [T

Default Login Open Link
User 10 : BFXUser
Password : BFXROcks]

HCL BigFix WebReports
hitps./bighic-webreports. sba01 2. play, products. pnpsofy.com/login B

Defaull Login Open Link
User |0 - BFXUser
Password | BEXROcks!

HCL BigFix REST API
ttps.ibigfix:server sb001 2 play products prpsofy. comyapi/help 1]

Default Lagin Open Link
User D : BFXUser
Pazsword | BFXROcks!

2. Click the “Open Link” button to the right of “HCL BigFix Web Reports” and log in using the credentials provided in
the Solution Content.
3. Once you log in, you will see a list of Categories to view reports: Oe=rerix Web Reports

a Starred | Explore Data | Report List | Administration |
’ [
b. My Authored Choose a category to view reports:
c. BigFix Management
Starred

d. Patch Management. My favote reports

. . . . iWyAuthored

NOTE: There may be other categories, depending on what BigFix gmmame created

solutions you have installed.

BigFix Management

Patch Management

4. Click on “Report List” in the top center to see a list of reports
currently loaded into Web Reports.
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BigFix Web Reports: Overview

5. Select Overview from the Report List.
6. The Overview report contains graphs and tables that visually represent the general state of your network, as well as
the effectiveness of your BigFix deployment.

Qeicrix Weh Reports

LEsplota Date; | osperthise L Romnmiaan ]
Overview
= Fie

fosan s csy Total Number of Computers -
T

Computer Vulr Bear o rsy Issues Remediated ¢ 1
Y (T

7. Next to the title of each report, there is a bracketed question mark [?], which you can click for additional
information.
8. The following sections describe each of the graphs, charts, and tables presented in the Overview.
a. Total Issues: Reflects the total number of Fixlets (issues) for each computer and then groups them by their
severity rating.
b. Total Number of Computers: Displays the number of computers with the BigFix agent installed on your
network over the specified amount of time.
c. Computer Vulnerability Status: Represents computers grouped according to the severity of their applicable
Fixlets.
d. Issues Remediated: Shows a count of the number of computers that have returned a status of “Fixed” in
response to an action over a specified period of time.
Overall Statistics: displays important facts about your network.
f.  Top 10 Critical/Important Issues Detected: Displays Fixlet messages that are currently affecting the largest
number of computers in the network.

NOTE: To print the overview report with the graphs and tables, click on “Printable Version” at the top right. Do not use
“Export to PDF” as it is not functional in this demonstration environment

NOTE: Web Reports users must have sufficient privileges to view reports. Users are considered to have sufficient
privileges if they have full rights to all the computers on the server.
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BigFix Web Reports: Computer Properties

9. Select Computer Properties List from the Report List.

10. This report provides you with a list of certain properties of your BigFix Client computers. Like many of the listed
reports, this is derived from Explore Data, with specific filters and charts. These exist for your convenience, but you
can also re-create them yourself with just a few mouse-clicks.

0 sicrix \Web Reports

[STIECETI ReportList | Administration |

| Computers | Content | Actions | Operators | Unmanaged Assets |

Computer Properties List

[=] Filter
Results match conditions.
‘\Computer ~| [Search Properties | E|

\E! Charts

[E Computers

| Edit columns - | [ sort~ | |
Computer Name §\ BIOS CPU Free Space on System Drive 0s RAM Total Size of System Drive User Name
bigfix-client-rh8 <nfax 2200 MHz Xeon 496897 MB Linux Red Hat Enterprise Linux 8.4 (4.19.167+) 120864 MB = 499747 MB <none>
bigfix-client-ub20 <nfa> 2200 MHz Xeon =~ 495346 MB Linux Ubuntu 20.04.2 LTS (4.19.167+) 120864 MB = 499747 MB <nonex
BIGFIX-CLIENT-W 01/01/2011 = 2200 MHz Xeon 19238 MB Win2019 10.0.17763.1817 (1809) 122880 MB | 20350 MB
bigfix-relay-ub20 <nfa> 2200 MHz Xeon = 493895 MB Linux Ubuntu 20.04.2 LTS (4.19.167+) 120864 MB = 499747 MB <nonex
bigfix-server <nfas 2200 MHz Xeon =~ 493895 MB Linux Red Hat Enterprise Linux 8.4 (4.12.167+) 120864 MB = 499747 MB <nonex
bigfix-webui <nfax 2200 MHz Xeon =~ 496004 MB Linux Red Hat Enterprise Linux 8.4 (4.19.167+) 120864 MB = 499747 MB <none>

Showing items 1-6 of 6

You can select a filter to reduce the size of the list. The column headers refer to important computer properties, such as
the BIOS date, the CPU type, free hard disk drive space, the operating system, memory, and username. These properties
are standard for out-of-the-box BigFix clients. However, from the console, you can create new computer properties

using relevance expressions, and they are also available here.

Add or Remove Report Columns

You can add or remove columns from Web Reports to add, remove or change the information displayed in the report.

1. Add or remove columns. Click the “Edit Columns” button above the Computer Name

column and view the dropdown list.

2. You can add any of the properties listed in the “Available Columns” box
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Edit Columns v | | Sort-

ilable Columns

[

Active Diractary Path
Agent Type
Agent Version

&ll SMBIOS values
BES Relay Selection Method
BES Relay Service Installed
BES Root Server

G RIos

Current Columns

H rios

Computer Narne

8 cru

B Fres Space on System Drive

o5

RAM

Expand
Ralavant Fldats
Remediated Fldets

Hida Indvidual Competers
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You can also type information into the space below “Available Columns” to find additional property information.
a.

We want to add a property that is not listed, like the
distance the endpoint is from its Relay.

In the box, type “distance”

A new property appears in the “Available Columns”
box

Check the box next to the new property, and you will
see the property appear in the “Current Columns” box
The column also appears in the report as soon as you

[F] Computers

check the box.

f. Thereis no “ok” or “apply” — just click on the page,
away from the column editor box. The new column
appears to the right of the “Computer Name” column.

g. Toremove a column, click the “Edit Columns” button,
and uncheck one of the checked boxes. The column is removed immediately.

Move Report Columns

Edit Columns = || Sort - | | |

Available Columns

Histance]

[[] Distance to BES Relay

Current Columns

Expand

4 |J relevant Fixlets
[J remediated Fixlets

[J Hide Individual Computers

You can move columns around in a report to change the overall display.

3. With the mouse, left click and hold the header of the column you wish to remove.
4. You will see a red vertical bar appear, depicting that column’s location in the report.

] Computars

Edit Columns = | [ Sort= | |

Shawing items 1 -6 al 6

stance to BES Relay BIOS Free Space on System Drive 05 RAM Total Size of System Drive User Name |
<nfas Z 496897 M8 Limun Red l;i_( I:.r;;e;;nse Uraz: 8.4 (4.19,1674) [ 1_2\1-&5; ;-;l‘-,“ ;1-9974? M8 | <nong |
<nfax 2200 Miz Xeon || 495346 M@ Lirar: Ubuntu 20,04.2 LTS (4.19.167+) 120664 M | 499747 M <none: ‘
01/00/2011 2200 MHZ Xe0n 19258 MB Win2019 10.0,17763.1817 (1809) lizesoME | 20350 ME
<nfax 2200 MM: Xeon | 453855 M8 Lirmux Uburty 20.04.2 LTS {4.19.167+) 120854 ME 499747 MB <nones
«nfa» 2200 MMz Xeon | 493895 M8 Lirix Red Mot Ertesprise Linux 8.4 (4.19.167+) 186 ME | 459747 MB cnoniy
<nfa 2200 MHz Xeon  § 496004 MB Urers Red Hat Enterprise Linu 8.4 (4.19.167+) | 120864 MB | 429747 M3 <Nong

5. Drag the column header to the left or right until the red line appears where you want the column to be.

[=] Computers
|

[ Edit Columns - | [ Sort -

Computer Hame J} Distance to BES Relay BIOS CPU Free Space on System Drive as R)\.M Total Size of System Drive User Name
bigfix-chent-rha narl st cnfan 2200 MHz Xean | 496897 ME Limax Rl Hat Enterprse Limes 8.4 (4.19.167+) | 100864 MR 420747 B cnanes
bighit.chent-ub2 <nfas 2200 MHz Xeon | 405246 ME Linusx Usunby 20.04.2 LTS (4.19.167+) 130854 MB 490747 ME <nones
BIGFT 1 OLOL2011 | 2200 MHz Xeon | 19253 MB Win2015 10.0.17763. 1817 (1805) 123080 MB 20350 MB
bigfte-rala <nilagx 2200 MHZ Xeon | 433635 ME Linue Uunty 20.04.2 LTS {4.19.167+) 120864 MB 496747 MB <nones
bigfix-senves ] <nfax 2200 MHz Xeon | 493895 MB Liniix Kad Hat Enterorse Lini 8.4 (4.19.167+) | 120864 ME 499747 MB <nones
bigfei-webul <t sk <nfa> 2200 MHz Xeon | 496004 MB Line Had Hat Enterprise Linis 8.4 (4.19.167+) | 120864 ME 409747 ME <nengs |
Showing items 1 -6 ol &
5] Computars
Edit Columns = | | Sort= |
er Hame fA Distance to BES Relay BIOS CPU 05 Free Space on System Drive RAM Total Size of System Drive Uzer Hame
<nok st <nja: 2200 MHz Neon  Linuxt Red Hat Cnterprise Linux 6.4 {4.19,167+) 456857 M@ 120884 MD | 499747 MB <nones
LU0 MHZ Xeon | Li Ubuntu 20.04.2 LTS (4.19.1674) 445340 ME 120864 ME 499747 ME <N
tjmya01n 2200 MHZT Xeon WIRZOTY 10.0.17763.1817 {1809) 19258 ME 122880 MB 20350 Mg
« anfax 2300 MHz Xeon | Lo Ubundu 20,042 LTS (4.19.1674) 453895 MB 120854 MB. | 465747 MB <nones
o 2200 MHz Xeon  Linux Red Met Enterpeise Linux B.4 {4.19.167+) 453855 MD 120864 MB. 459747 MB <nanes
|. biof-webus ot set> 2200 MHz Xeon  Linux Red Hat Enerprise Linux 8.4 {4.19.167+] 456004 M8 120864 MB 459747 MB “pones

Shewing ilems 1 -6 of &

BigFix Web Reports: Open Vulnerabilities

7. Select Open Vulnerabilities List from the Report List.
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Qm-;:-Fu: Web Reports

=) Cantant
Edit Columns. Sort -
Progress A Sitename Applicable Computer Count  Deployed Action Count |
% 118 - KIDESES! Bytche for Wendond 1 L
o Patches for Windows 1 o
L Putche for Wendons 1 L
L) Fatches for Windows 1 o
L] Patchen for Windows 1 [}
L) Putche for Wendows 1 L]
L) Fatches for Windows 1 o
e Putchs for Windons 1 [}
o Fatches for Windens 1 o
" Patche for Windows 1 [
L Patches for Windows. | 1 0
% Pache for Windows 1 o
o Fatches for Windows 1 o
L] Patche for Vondoms 1 [
[ Fatches for Windows 1 o
% Puiche for Windows 1 [
o Patches for Windows 1 o
L Potched for Wndews 1 [}
o Fatches for Windows 1 o
% Putche for Wndons . 1 []
% EBES Support 13 o
L) BES fugpert L3 L]
L) BES Support L ] o
e S Suppert 1 [}

8. This report displays Fixlet messages that are currently relevant. The first column provides a quick visual
representation of the progress of each vulnerability. In addition, the report shows the name, site applicable
computer count, and deployed action count to complete the report. This report is useful to help you track those
issues that can expose your network to potential problems.

9. We want to add some information to this report — we want to see which e T T
. Edit Columns » Sortw Search Content
computers are affected by these vulnerabilities. o -
vailable Columns

H “" H ” [
a. Click the “Edit Columns” button ) actusted By (anaiya) Al
b. At the bottom of the list in the “Expand” box, select “Applicable Eﬂcﬂ:aﬁ;n Time (Anzlysis) ;
f Applicable Computer Count 8
Computers” 7 Category L
c. We can now see the computer names on the right that these e g

vulnerabilities apply to. Deployed Action Count

(] Download Size

d. Note that when we add the computer, the “Name” column now Do =z
contains duplicate entries, as more than one endpoint may have the gurrent Columns 2
Applicable Computer Count b
same vulnerability Deployed Action Count A
Name e
Progress e
Sitename .
Expand n
Applicable Computers F
[ Remediated Computers N
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BigFix Web Reports: Critical Patch Compliance

10. Select Critical Patch Compliance Report (Windows) from the Report List.

Oeisrix Web Reports

METEIIET ReportUnt | Aoministaion |

| . 1 Adaets
Critical Pateh C i Report (Wind

ELLT

& Charis

5 Comnt

Edit Columns = | | Sort =

Progress Source DY Source Severity  Applicable Computer Count  Remediated Computer Count
o KBSOITY Crcal 1 o
{1 Ll bt Crmcal
™% KBTS =
.3 KEMSGESLE Crical 1 o
Showing Rems 1 -4 of 4

III

11. This report shows applicable patches to our environment whose source severity is “critica
Working with Filters

1. We want to change this report to include patches of critical and important severity.
2. Click on the “+” next to “Filter below the title of the report

Critical Patch Complian

|E Filter

3. You will see the filter contents that produce this report.

[3] Filter
Results match conditions

[Content v [Type v [is ] [Fidet v add clause D
and | [Content | [Visibify v B v [Vishie ~ add clause | [-]
and | Content V| ‘Applicable Computer Count V‘ ‘ greater than V| \0 ‘ add clause D
and [is  w| [Patches for Windows v add clause D
and | Content V| ‘ Source Severity V‘ ‘ contains V‘ |Critica| | add clause D
and |[Content  v| [SeurceID v | contains v| [ | % D

or | contains ~| kB | add clause

4. Next to the fifth line in the report, click “add clause” and type Important in the box.

5. Click the “Apply Filter” button to the bottom right of the filter. When you click the button you will see the report
results change.

6. You will also see an asterisk (*) next to the report name. The asterisk means the report has unsaved changes.

7. Click the “Save Report As” button and name the report “Critical & Important Patch Compliance Report (Windows)”
The report is saved when the title changes, and you see a blue bar above the title that says, “Report saved”.
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BigFix Web Reports: Missing Patches

1. Select Missing Patch Report 2015 (Windows) from the Report List. ] Content
2. There are no records found. Based on the work we did with Filters in the previous [ Edit Columns + | [ Sort~ | [
scenario, can you guess why there are no records found with this report? Progress So
3. Click on the plus (+) sign next to “Filter” — at the bottom of the filter you will see the No records found.
problem. Showing items 0-

4. Change “MS15” in the last Filter entry to “MS” and the current year.

and |[Content  ~| [Name v | contains ~| [MS15

5. For example, if the current year is 2022, you will change the content in the box to “MS22”

and |Conlent v| |Name v| |cc|ntain5 v| |M822

6. Click the Apply Filter button and watch the results change in the “Content” section of the report.

7. Notice there is now an asterisk (*) next to the report name, which means the report has been changed. Click the
Save Report As button and save it as “Missing Patch Report (Windows)” — you will know the report has been saved
when the asterisk disappears and a bar appears above the report name indicating Report Saved.
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BigFix Web Reports: Action and Analysis Lists

1. Select Action List from the Report List.

2. The Action List contains information about all the BigFix Actions you see in the WebUI. You can click on the Action
Name in the first column to get details about each Action.

3. Click the Edit Columns button. Notice that unlike Scenario 4 you do not have the ability to expand the content to
see applicable and remediated computers, because this content is about the action that has been issued, not the
endpoints it has been issued to. You can however, see the number of endpoints that have been Fixed and Failed,
and you can add columns to include property results like Evaluating, Pending Downloads, Waiting, Running, and
others. As we have done before, try it out — add and/or remove some columns to see how the report information
changes.

4. Select Analysis List from the Report List.

5. The Analysis List contains information about all the BigFix Analyses. Analyses are groups of properties that return
information about your BigFix environment, like application information, BigFix agent information, hardware
information, and much more.

6. Click the name of one of the Analyses, like Bandwidth Throttling Status [ Filter

Click on the View Description link Results match (all v | conditions.

8. Another window opens giving a detailed description of what the [Computer v | | Search Properties
analysis is, as well as the properties included in it.

~

NOTE: The content displayed in the Description view is a rendering of e Gandideh Throtting Status

H H H i i Sit : BESS rt
content from the BigFix Console, and while there are references to clicking ~ Jierame: 55 Sroot

links, there are no links or actionable data within the description page e wed:

Status: Not Activated

View Description
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BigFix Web Reports: Exploring Data

1. Select Explore Data from the menu bar at the top. The resulting report shows Computer information, which
corresponds to the list under the “Explore Data” button.

O-=icrix  Web Reports

STIENE I Report List | Administration |

| Computers | Content | Actions | Operators | Unmanaged Assets |

2. Click through the options.
a. Computers —the current view. Lists computer name, IP Address, Operating System, CPU, and last report
time
b. Content— CURRENTLY NOT AVAILABLE DUE TO A DATABASE ERROR IN KUBERNETES. The default is all
visible content, which includes Fixlets, Tasks, Analyses and Baselines. You can click on the Name of the
content in the first column to get details about each.
c. Actions —as in scenario 7, this report contains information about all the BigFix Actions you see in the WebUI.
You can click on the Action Name in the first column to get details about each Action.
d. Operators — this report contains information about the BigFix WebUI operators (Note: This is not a list of the
Web Reports operators). You can see the type of user, the last time they logged in, if they can view custom
content, how many endpoints they can administer, and how many actions they have been deployed.
e. Unmanaged Assets — you will not have any results in this report view, but this view shows the endpoints that
have been discovered by BigFix via an NMAP scan, but do not have the agent currently installed.
3. Return to the Computers report view. We are going to modify this data view by changing the Filter.
a. Change the filter to “Computer” — “Computer Group” — “is” — “BigFix Relays” and click “Apply Filter”

[Computer  +| [Computer Groups | [is | |BigFix Relays ~ |

The number of computers changes because we are filtering the original list.

Feel free to explore the data on this page by adding columns and filters. Remember that if you make a
change to the filter, it will not take effect until you click Apply Filter
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Software Distribution Using the BigFix WebUI

Executive Summary

BigFix provides a mechanism to package and deploy software to endpoints across your network from a single location.
BigFix gives you the ability to maintain control and visibility into software delivery and installation.

Some of the most significant features of BigFix Software Distribution include:

e Dynamic and policy-based bandwidth throttling to push large files over distributed networks without impacting line-
of-business bandwidth.

Support for roaming endpoints with pre-caching relay infrastructure.

Features to optimize dynamic and evolving networks.

Intelligent software distribution based on endpoint characteristics.

Software distribution wizards and user self-provisioning.

e Continuous software application license usage and metering, including support for existing software repositories.

e Low-cost scalability with minimal infrastructure requirements.

Scenario

With BigFix Software Distribution you can ensure each software deployment is successful, whether you are distributing
one software application to a single computer, or multiple software applications to a larger group of endpoints. BigFix
handles prerequisites like Visual C++ components or .net Framework to ensure a successful deployment.

BigFix provides the ability to apply logic to a software distribution, so that endpoints can be targeted based on their
properties, and software can be installed, upgraded or skipped based on its properties. For instance, we can setup a
package for Google Chrome that contains an install for 32-bit and 64-bit Windows computers, as well as the install for
Mac OS. What is more, the software distribution package can include the latest vendor updates, so rather than creating
a new application update each time one is released, the latest update is distributed as part of the base package. This
can reduce the requirement for deep knowledge of the requirements for every operating system, as the endpoints
install the software that is applicable to them and skip the software that is not.

Another example is the “Click-to-Run” version of Microsoft Office. This can be packaged so the payloads are distributed

to the endpoints while on the corporate network but downloaded directly from Microsoft if the endpoint is in a home
office.
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BigFix Software Distribution: Create a Software Package

1. To perform the demo, navigate to https://hclsofy.com to create an environment, or to the WebUI URL you
bookmarked previously.

NOTE: SoFy Solutions do not last forever; they have a maximum life of 24 hours at any given time. If you wait more than
24 hours without extending, the solution will expire, and you will have to create another one (see Extending Deployment
Time for more information).

2. Inthis scenario we are going to create a software distribution package using BigFix.
3. We will first log into the WebUI.
a. This URL is located on the Solution Content -> HCL BigFix Preview -> General Information -> Open Link
Button to the right of “HCL BigFix WebUI

b. Use the User ID and Password located on this page to log into the WebUI. 0 S
IMPORTANT: The username and the password are both case sensitive! Usemare

4. The first page you will see in the BigFix WebUI is the Overview Dashboard. Logh

Patch Severity [ rea- |

Deployments in the last 30 days n [
4 Ueployments.

Take a minute to look around and see what information is available on this page. This is your “at-a-glance”
information center for managing your infrastructure. This is data available to you without having to initiate an
endpoint scan or run a report against a database. These tiles are customizable as well — you can re-arrange them or
gather different data than what is currently visible.
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Obtain Software for Package

We will use Google Chrome for our software package. Note that you can use the standard executable, but we will
download the Windows Installer (MSI) file for use in our application.

Navigate to https://chromeenterprise.google/browser/download/

Choose the top option, Chrome bundle for Windows 64-bit

Once downloaded, extract the installers from the zip file

The name of the file we will use is GoogleChromeStandaloneEnterprise64.msi. Depending on your version, the
name of you file may be slightly different

PwnNE

Add Software

1. From the WebUI Overview Dashboard, Click Apps -> Software. H -
: Apps ~ Deployments

Notice that there are no software packages in our environment. Content
Custom
MCM
lage Patch
1es1 Patch Policies

tkag Profile

s Query

Softw;
2. Click Add Software in the top right corner to create a software package

Where is the Software file?

3. Inthe resulting box (Where is the Software file?), click
thﬁ Choose Fllecli)utton and navigate to the location — Sownload file ot Task runtime ©
where you save “"SE ft=
GoogleChromeStandaloneEnterprise64.msi, and click
Open

4. Click Upload -
Cancel

Mo file chosen
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NOTE: If your BigFix Server is running on the Windows platform you will not see the Smart Targeting option. This is
because BigFix handles this process natively within Windows. However, our BigFix Server is running on Linux, which is
why we see this option. We will go through the Smart Targeting exercise so that you can see the process, and so that
our software application information is accurate.

5. Smart Targeting. BigFix can automate gathering of application properties and targeting software to applicable

devices.
a C||Ck the smart Targeting ||nk Smart Targeting automates applicable devices
b. Package Inspector is required to obtain your r;;l;:%;mspeclor is required to obtain your software package metadata for smart
software paCkage metadata for smart ta I"geti ng. tl'lmm the following command on your Windows machine to generate a metadata.json
. . le
Click the Package Inspector link to download the Packagelnspector.2.0.1.1.exe -targetfile Type in the file path here-output metadata.json

Package Inspector and save it in the same location as
the setup file, to avoid having to specify a file path in
the next step.
c. Open acommand prompt and run the following 2 Upload the metadata json file here
. . metadata.json
command on your Windows workstation to get the
smart targeting information:
Packagelnspector.2.0.1.1.exe -targetfile
chromesetup.exe -output metadata.json
d. Click the Upload File box and select the r—— N p—
metadata.json file you just created. -
e. Click the Upload button in the bottom right corner.
6. Notice that the Version and the Publisher have been automatically populated, based on the contents of the json file

7. The Software Name field is also automatically populated, based on the name of the executable. We will change the
name to Chrome Install for Windows.
8. Notice that Windows is already selected for the operating system
9. Enter Web Browsers in the Category box. Notice that this is listed as a New Category. Make sure you click on the
blue box underneath what you typed to add the category to the software package.
Category Web Browsers

e ‘Web Browsers (New Category)
Description

10. Description. Enter a meaningful description for your software package.

See the screen capture below to confirm your settings Note that our json file has a different name, because we named it
to correspond with the file it represents:

Add Software

Googled msi T6.20 MD 1 Chunge File

Software Hame *

BaagleChomeStindilo

Version ¥ Publisher *
68.104.49285 Google LLC

Operating System * Linux 05X solaris Other
Category

Description

8 rusls xx] -|===-]o &
Dursoribie the cunenl version of the soltware. Provide additional instructions the

3l will aid in the deployment process

Smart Targeting
SAutomatically targets applicable devices based on metadata extracted from the software packages

Change File googlemsijson
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11. Accept the default Configuration 1 as the Name
12. Accept Master Action Site as the default Site
13. Expand the Install action
a. Notice that the Action information is already populated because we chose the MSI for our install. The
Parameters are already populated, as is the command line.
14. Notice the software package automatically includes an Install, with an optional Uninstall.
a. Expand the Uninstall option and toggle the On/Off to On (On is in the blue square when it is enabled)

15. Click Save to save the software package

See the screen capture below to confirm your settings:

Configuration 1

Name *
Configuration 1

Site *
Master Action Site (Default)

Action
Install @

Name *

Deploy: C: 1-GoogleC
> No prerequisites defined

Run command as

Parameters

‘Command Line Preview

prise64.msi

msiexec.exe /i "GoogleChromeStandaloneEnterprise6d.msi" /gn

Uninstall @

B

Name *

Uninstall: Configuration 1-GoogleChromeStandaloneEnterprise64.msi

Run command as

Parameters

‘Command Line Preview

msiexec.exe /x "{61D674B3-02A0-3DFF-8A11-08170BBI007B}" /gn

+ Add the configuration

Use Command Line

Use Command Line

We have just created a simple software distribution package for installing Google Chrome on Windows. There are more
settings we will add to this software package, but for now, this package is ready to deploy to our Windows endpoints
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BigFix Software Distribution: Deploy a Software Package, Method 1
In this exercise we are going to deploy a software package based on the Software Packages available in our environment

The BigFix WebUI returns us to the application page after saving the new application:

Detaily

BRI
16 Mg 2021 1103

Ceployment Taska

1. Click on Apps -> Software.

NOTE: We could deploy the software from the previous page, and in production we might do this, but for our exercise,
and in order to see a particular feature, we will return to the Software Package list

NOTE: When we created the software package, you created new content in BigFix. The endpoints in the environment
automatically evaluate new content added to or created in BigFix to determine if it is applicable to them. For this reason,
the Software Package list may be blank. You can either wait for the endpoints to finish evaluating the content, you can
refresh the web page, or you can click on the Applicable Devices filter to remove the filter. The BigFix WebUI
automatically applies this filter so you can see at a glance, what software is applicable to the devices in your

environment
Deploy (1) Export (1)
2. Check the box next to the software package you created, and click the blue n--

Deploy button

GoogleChromeStandaloneEnterprise64.msi
3. The Deploy Software wizard appears, with the software package selected.
4. Select action. Click the Select an action... link
@ Select software @ Select action 'i:_:‘ Select targets "7) Configure
1 Software Clear All (1)@
g -

# GoogleChromeStandaloneEnterprise64.msi Select an action... A,
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1. Click on the grey Select a configuration box

2. Click on the Configuration choice. In our
exercise we will choose the Deploy:
Configuration 1... option.

i GoogleChromeStandaloneEnterprise64.msi Select an action... A,

Action Description
NoDescription

Select action A,

Select a configuration -

Configuration 1
Deploy: Configuration 1-GoogleChromeStandaloneEnterprise64.msi

Deployment Summary

Deployment Name

5. Click the blue Next button on the right
GoogleChromeStandaloneEnterprise

~ 1 Software ]

6. Select Targets. Select the box next to the endpoint(s) you wish to deploy software to
7. Click the blue Next button on the right

@ Select software @ Select action @ Select targets ::) Configure

Target by device Target by group

@ Manuallytarget | 5 Manage columns | View: 20 - 1~ 10f1pages

1device NP Resetallfiters [ Resetcolumns @5 Norelevant

1 Item Selected Il Vview Selected only

Device Type 0s Groups IP Address DNS Name

Computer Name T, Critical Patches \pplicable P... | Deploy

BIGFIX-CLIENT-W Q  ves 23 6  Server Windows Server 2019 Native BigFix Client..  10.72.140.21 bigfix-client-w2019 Ir]

8. Configure. In this step we will specify how and when this software package is to be deployed, if and how the end
user will interact, and actions to take after the software package has been deployed. There are five screens, and we
will go through each one, setting behavior and constraints that correspond to our scenario.

Instructions for each page in the Configure step follow, along with settings for each.
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9. Configure Options: Run. This page specifies schedule information for deploying our software package. We will
accept the defaults on this page.

Deploy Software

h_/, Select software
I Run
Users

Messages

offer

L T S T Y

Past-action

() seheet action

Time Zone
Client Time = &

Affects all tme-related parameters you set on this page

Start

@mmediately @ O s i

&nd

Otoenddste @ @ 0 Gangmm 1z aM

Run between hours (7)
[ From 1122 AM ~ o 0122

Run on selected

L
(aone ) (e (Cwen ) (o) Cemn ) ((sar ) s )
A NSRS M S S S ST R

Run Cnly When

[  Actve Directory Path - mblches

Retry
[] on talure, retry S timws

Reapply action
] reapply acton

Download
[ pownicad

fies before the ®

Stagger actions

[[] start time ovar > hours

() select targets

2 minutes ta reduce network load

Deployment Mame
‘GoogheChromestandasoneEnterprise

« 1 Software [

1 Targat c]
Configure
Run
@ Time Zone
On Client Local Time
(T Start
immediately
0B18/2031 1122 AM

w  Users

Post-Action

= =

10. Configure Options: Users. This page specifies how the application deployment behaves according to logged-in
users. We will not make any settings changes on this page.

Deploy Software

() select software

'\{,1 Select action

'(:\ Select targets o configure

P s

I Lisers '
Mecsapes ra
Offier s

’

Post-Action

Run action

@ Even If there (e no fogped in user. Display the usar interface to specified users

(O when at least 1 of the spacified users is logged in. Display the user interface anly o those users

(O Only when no user is logged in

Sebect users
(@ All users
O Usersin a local session

() Users in a group
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MName
GoogleChameStandaloneEnterprise
w1 Software [}
« 1 Target @

Configure
w  Run
o~ Users
(3 Run action

Evenif there i5 no logged in
. Display the user interface
10 specified users

£ Selected users
All users

«  Post-Action

| Back |
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11. Configure Options: Messages. This page allows us to display information about a pending and/or running action for
end-users. We will not be using messages, as our install is quiet and requires no end-user interaction.

Deploy Software

- - Deployment Summary
[+7)  Select soltware (=) Select action [ Select targels 9 Canfigure .

Deployment Name

Run #  gefore running action GoogheChromestandalaneEnterprise
e ’ [[] send this as & required action (5
" 1 Software &
Messages #
I . While running action L o
e ~ argel €
Offer Fa ] cdsptay a running message () | " B
Past-Actian # Configure
Run
Users
w  Post-Action
Back |
| |

12. Configure Options: Offers. This page allows logged-on users to run the patch deployments outside of the “Run”
window. We will not be using Offers.

Deploy Software
g =] o Deployment Summary
() select sottware () select action (&) select targets o Confiqure. |
D Name
Run s offer GoogleChromestandaloneEnterprise
o [ sedisasanotier @ | =
Offer Description 1 Software @
Messages ,
w1 Target #
I Offer i . i
Post-Aztian s Configure
Run
v Users
Pest-Action
Back
1

13. Configure Options: Post Action. This page allows us to restart or shut down endpoints after distributing software.
a. Thereis no need to reboot our endpoint after installing the software, so we will accept the Do nothing
default selection.

Deploy Software

= = Deployment Summary
() select software () seiect action () sesect targets 9 Confiqure |

Deployment Name

Run #  After the action Is run GoogleChromestandaloneEnterprise
Users # (0o nuthing

1 Software &
MEEEIgEs s O Restart the computer

1 Target e
Olfesr ’, {7 Shut dawn the computer
Pogt-Action rs Canfigure

Run

Users

Post-Action

(@ After the action is run
D rihing

e m

14. Verify your selections as necessary. When you are satisfied with the selections, click the blue Deploy button in the
right sidebar.
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15. You may now watch the application deployment progress in the Deployment window

GoogleChromeStandaloneEnterprisefd msi

Overview  Device Ressen

P— =2

Bahmvor
e

Time fore
fiscache

 Ciffar
Datals
N

ssusd

vicaly Tagetes
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BigFix Software Distribution: Deploy a Software Package, Method 2
In this exercise we are going to deploy a software package based on Software Packages applicable to a particular device

1. Click on Devices. Devices Select a favorite report - Save Report
2. Check the box next to the device you deployed the

8 devices
software to in the previous exercise
. 1 Item Selected W view Selected only Deploy « Administration - Configuration -
3. Click Deploy e
[7] computer Name *, Critical AN |l Deployments Device Type
4. Scroll down and select Software at the bottom of the i MOM policy
drop-down list MOM Policy Group E s
Patch
B siGrx-cuUENTW B ves Prfie 1 9 Server
[ bigh-clientubzn 9  No Software o3 5  Server
[O]  bigfixserver @ | no 13 1M Server
[ bigh-clienths @ wo 12 6 Server
[0 bighswebui Q@ | Ne 12 7 Server
O  bighereiayms O N 12 7 Server
5. The Deploy Software wizard appears.
6. Check the box next to the software package we just deployed
7. Click the blue Next button
Deploy Software
() select targets e Select software Select action | Configure ! |
Deployment Mame
2 solware packeges P messtall fhers G Moset colmes (35 tas sebmeant View: Mm - 1. Tal 1 pages | ‘GoogleChromestandaloneEnterprise
1 Itemn Sedected . View Selected only I v 1 Target -
Software Name 7, Description Open Deploy.. ", Applicable D 7, 05 Publisher ‘Owned By Last Up . TSt
Mdi GoogleChromeStandalonet...
l Edn Action
] @ chromeSetup e Description @ o 1 windows Google LLC BFXLier 5|mu.”{ I 4
B @ GoogleChomeStandaioneEnterprisebd mai | 5W package | am going.. @ 1 1 windows Gaogle LG BFXUser ?blnmultg. Biack | “
[0 @ GoogiechromestandaionsEnterprisasa. ma Going to deploy this, th_ @ 0 1 windows Googhe LLC BFNUser 24 min | | !
8. Because we started on the Device page, the target device is already selected.
9. Click the Select an action... link
Deploy Software
@ Select targets @ Select software @ Select action O Configure
1 Software Clear All (1)@
# GoogleChromeStandaloneEnterprise64.msi Select an action... A\ W v
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10. Click on the grey Select a configuration box

11. Click on the Configuration choice. In our
exercise we will choose the Uninstall:
Configuration 1... option.

# GoogleChromesStandaloneEnterprise64.msi Select an action... A,

Action Description
NoDescription

Select action /%,

Select a configuration -

Configuration 1

Uninstall: Configuration 1-GoogleChromeStandaloneEnterprise64.msi

Deployment Summary

Deployment Name

GoogleChromeStandaloneEnterprise

12. Click the blue Next button on the right

w1 Target @

« 1 Software &

13. Configure. In this step we will specify how and when this software package is to be deployed, if and how the end
user will interact, and actions to take after the software package has been deployed. There are five screens, and we
will go through each one, setting behavior and constraints that correspond to our scenario.

NOTE: We will not be making any changes to the Configure section of the Deploy Software wizard. Instructions for
each page in the Configure step follow for your information, along with settings for each. You may, however, click
the blue Deploy button if you are already familiar with the Configure options.
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14. Configure Options: Run. This page specifies schedule information for deploying our software package. We will
accept the defaults on this page.

Deploy Software

|\_/, Select software
I Run
Users

Messages

offer

L T S T Y

Past-action

() seheet action

Time Zone
Client Time = &

affects all time-related parameters you set an this page

Start

@mmediately @ O s i

&nd

Otoenddste @ @ 0 Gangmm 1z aM

Run between hours (7)

[ From 1122 AM ~ o 0122

Run on selected

(aone ) (e (Cwen ) (o) Cemn ) k's:.: e
A NSRS M S S S ST R

Run Cnly When

[  Actve Directory Path - mblches

Retry
[] on talure, retry S timws

Reapply acticn
] reapply acton

Download
[ pewnlcad fibes before the ®

Stagger actions

[[] start time ovar > hours

2 minutes ta reduce network load

() select targets

Deployment Mame
‘GoogleChromestandaoneEnterprise

« 1 Software [

1 Targat c]
Configure
Run
@ Time Zone
On Client Local Time
(T Start
immediately
08/18/2031 1122 AM

w  Users

Post-Action

= =

15. Configure Options: Users. This page specifies how the application deployment behaves according to logged-in

users. We will not make any settings changes on this page.

Deploy Software

(L) Select software (%) select actian (&) Select targets o Configure
Mame
| L s Run action GoogheChromeStandaloneEnerprise
I Uisers s @ Even If there (e no fogped in user. Display the usar interface to specified users
w1 Software @
Mecsapes ra (O when at least 1 of the spacified users is logged in. Display the user interface anly o those users
« 1 Target @
Offier s (O Only when no user is logged in
Posi-Action ’ Configure
Sehect users » Run
(@ All users w e
() Users in a locad session 3 Fun action
Com s ot
O“M g :Jﬂsc‘:pl‘fl IEﬂ"LI:EI'.‘l :
£ Selected users
All users
- Post-Action
]
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16. Configure Options: Messages. This page allows us to display information about a pending and/or running action for
end-users. We will not be using messages, as our install is quiet and requires no end-user interaction.

Deploy Software

- - — Deployment Summary
[+7)  Select soltware (s} Select action [ Select targels 9 Canfigure .

Deployment Name

Run #  Before running action GoogeChiomestandalaneEnterprise
e ’ [[] send this as & required action (%) |

- 1 Software @
Messages #

I “ While running action 1 Target @
affer #  [] oisplay a running message (3 B
Post-Action P Conliguss

Run

Users
«  Post-Action
| Buck

17. Configure Options: Offers. This page allows logged-on users to run the patch deployments outside of the “Run”
window. We will not be using Offers.

Deploy Software
e =, o Deployment Summary
() select sottware () select action (&) select targets o Confiqure. |
Name
Run s offer GoogleChromestandaloneEnterprise
— [ sedisasanotier @ | -
offer Description <1 Seftware &
Messages , I
w 1 Target #
I Offer # g 1
Post-Aztian s Configure
Run
v Users
Pest-Action
| Back: |

18. Configure Options: Post Action. This page allows us to restart or shut down endpoints after distributing software.
a. Thereis no need to reboot our endpoint after installing the software, so we will accept the Do nothing
default selection.

Deploy Software
— -~ —~ Deployment Summary
(~7) select sottware (-2] seiect action () Select targets 9 Cconfigure
Deployment Name
Rum s, After the action is run GoogleChiomestandaloneEnerprise
Users # (0o nuthing
1 Software &
MEEEIgEs s O Restart the computer
1 Target ]
Offer # () shut down the computes
Post-Action ’ Configure
Run
Users
Post-Action
(@ After the action is run
D nething
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19. Verify your selections as necessary. When you are satisfied with the selections, click the blue Deploy button in the
right sidebar.

20. You may now watch the application deployment progress in the Deployment window

GoogleChiormeStandalonsEnterprisetd msi

Cverview  Device Ranui
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21. The Device Results tab will display the progress for the device. When the status reads Fixed the deployment is
complete.
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1 Reoun

Sales Al e Soily Sleta= View30e W1 4B
Dasice biama Last Boan

BIGFOLCLIENT-W  fow weconds sgo

if

e Siaghe Doporramt
rrredately

B Aug T WA
e T
ot Fegured
o

] e

open

T Aisp 21 T
aFlse

Sourze
Urksstal: Conliguration 1-GocgheClvermeStandaoneE = prinsts msi

Page 108 Copyright 2021 HCL Technologies Limited, All Rights Reserved Unauthorized duplication prohibited




0 HCL SoFy Customer Exercise Guide

BigFix Software Distribution: Edit a Software Package

We may need to edit a software package after creating it. In this exercise we will explore this capability.

WARNING: Do not edit a software package if it has an associated open deployment, or unexpected consequences may
occur, including the inability to use the software package in the future. To edit a software package, stop all deployments
the package is currently involved in.

1. You may be logged into the WebUI already. If not, log into the WebUI using the URL and credentials from the SoFy

BigFix Solution Console

Content

Custom

2. Click on Apps -> Software. l MCM
Patch

Patch Policies
Profile

Query

3. Click on the name of the package to edit from the list of packages. We will choose the one we just created in the
previous exercise: GoogleChromeStandaloneEnterprise64.msi

2 Software Packages Q

Sort by: Modified Date - View: 20 - E 11 4

pneEnterprisedd msi 60.104.49283 Geege LT

1338002 Googie LLG

4. We have several options available from this page.
5. On the left side of the page, under the Overview tab:
a. What devices report that this software is applicable to them
b. What deployments are currently underway for this software package
DO NOT EDIT THIS SOFTWARE PACKAGE IF THERE ARE ANY OPEN DEPLOYMENTS. STOP THE
DEPLOYMENT(S) FIRST BEFORE EDITING THE PACKAGE
c. Results of previous deployments
d. Number of deployments in the past 24 hours

Overview  Applicable Devices  Deployments

icabile device reported £

>10% falled

Last 24 hours

This softeare is masabke in mutliple configerations 1o best B your customized deployments
Awailable configurations

Configuration 1
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6. On the left side of the page, under the Applicable Devices tab:

a. Devices that have reported that this application is applicable to them

b. Other filters, under Refine My Results, that we can apply

[ coogle LLC-

Overview

Applicatis Davices

Dapleyments

Refine My Results 1 Device a
W Expand AR i Sart by Last Seen - View: 20 E AR
- [ BIGFIX-CLIENT-W © minutes aga
¥ Only ghaw selectad
¥ Davice Type
¥ Opemting Systam
¥ Lock Statua
¥ Davvice Group
* Mot Recent Usor
¥ IP address
¥ BigFin Agent Stahss
¥ Lost Seon
7. On the left side of the page, under the Deployments tab:
a. Deployments of this application package
b. Other filters, under Refine My Results, that we can apply
m Google LLC-GoogleChromeStandaloneEnterprisedd.msi
Overview Applicable Devices m
Refine My Results 1 Deployment a
m _5- Sort by Issued Date « View: 20 « H 114
s e (] Googlec prises4.msi 1005 12
* Fafure Rale %
¥ Dephoyment State
> Deghoyment Type
¥ mawved y
¥ Mebease Dale
» Deghoyment Date Range
> additional Behaviors
Notice that regardless of the tab we explore, the right side of the
screen remains the same:
Details
8. From the panel on the right of the page, we have several Version 68.104.40283
optionS' Publisher Google LLC
. 1. 0s Windows
a. We can deploy this software package by clicking on the ; B
1Ze .
blue Deploy Software button
. Lo ; Owned By BFXUser
b. We can edit the software package by clicking the Edit Vodified 16 Aug 2021 1113

Software link

c. Export the software package by clicking on the Export
Software link

d. Edit the Deployment Tasks by clicking on one of the links
under the Deployment Tasks link

Page 110

Edit Software
Export Software

Deployment Tasks

Edit Deploy: Configuration 1-GoogleChromeStandaloneEnterprise64.msi
Edit Uninstall: Configuration 1-GoogleChromeStandaloneEnterprise64.msi
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Edit Software Deployment Tasks

1. Click the Edit Software link. Notice that this is the same window we saw when creating the software package, with a
few exceptions:
a. The header (Edit Software)
b. The warning message that Changing the software may affect existing tasks
c. The red Delete Software button, which allows us to delete this software package

Edit Software

GoogleChromestandaloneEnerprisetd msi 620 MD

Software Name *
GoogleChromestandaloneEnterpnsena.mel

Version * Publisher =
S2.104.45280 Google LLC

5
Reommended Dimensions: 1206120

——eies -

In our exercise, we are going to remove the Uninstall option from the package.
NOTE: We could also have clicked on the specific Deployment Task to accomplish this step.

2. Click the down carat to the right of Uninstall and toggle the On/Off selector to Off

Add an Icon to a Software Package

3. Before Changing the default icon, we must have an icon file. You can create an icon, obtain an icon from the
software vendor, or download an icon file.
a. Navigate to https://icons8.com/icons/set/chrome
b. Choose any of the Chrome icons available, as long as it is an .ico or .png file, less than 120x120. For this
example, we selected the color logo on the top row.

c. Click Download
d. Select the file type (PNG)
e. Select the size (96px)
f. Click Download
4. Click the Change Icon link Change Icon
a. Browse to the location of the file you just saved Supported Formats: .ico, .png
b. Select the file and click Open Maximum Size: 25K8

Recommended Dimensions: 120x120
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5. Notice that the icon appears where the default icon used to be c
Change Icon

Supported Formats: .ico, .png
Maximum Size: 25KB
Recommended Dimensions: 120x120

OR

. Use default icon

6. We have completed our editing tasks. Click the blue Save button to save the application package
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BigFix Application Programming Interface: Introduction

Executive Summary

The Representational State Transfer Application Programming Interface (REST API) is the primary programming
interface to the BigFix Server. It allows you to perform the majority of the tasks available in the BigFix console by using a
set of standardized and operating system independent methods. This APl is also key if you want to automate activities,
implement your custom BigFix user interface, or integrate with other applications. The REST-API can run the majority of
tasks present in the console via a standardized and operating system independent method!

BigFix provides you with:

e The REST API server part, available on the BigFix server, that manipulates the objects stored in the BigFix
database.

e Alightweight command-line tool named IEM Command-Line Interface (CLI), that you can use as a REST client to
initiate requests towards the REST API server.

You can choose to use your preferred REST Client, in place of the IEM CLI, to issue methods and interact with the BigFix
REST server through HTML calls.

Scenario

Using the REST API to issue an action to a computer without using the BigFix Console of the Web User Interface. The
process we will follow utilizes the API for all of our functions:

e Get a list of all computers in the environment

e Get a detailed list of computers that have a specific name
e Getinformation about Fixlets in the BigFix Environment

e Deploy afixlet to a computer in the BigFix Environment.
e Gather status of the Action after deployment

This sample scenario and instructions will get you started with using the BigFix REST API. In the scenario that you are
going to run you'll see how to query resources (like a list of computers).

The scenario requires that you have:

e Access to the BigFix Server's REST API.

e Administration rights for at least one computer.

e Chrome browser with REST-API client add-on
(https://chrome.google.com/webstore/detail/advanced-rest-client/hgmloofddffdnphfgcellkdfbfbjeloo?hl=en-
us)

-OR -

e Firefox browser with the client add-on

(https://addons.mozilla.org/en-US/firefox/addon/restclient/).

Now — let’s give it a try:
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Accessing BigFix REST API

1. The BigFix REST APl is a web interface that we need to log into. You will find the login link and the credentials on the
Solution Content page within SoFy.

< Back Solution Content

HCL BigFix Damo Pack - HCL BigFix Preview  SoFy Access Control Service  Solution Conscle  Grofana  Promathaus

HCL BigFix Preview

Quick Links @

v

HCL BigFix WebUl
ttps i bigfue-webul sba0012 play products prgsofy com/login 0]

Defaukt Login
User 10 : BFXUser
Pazsword : BFXROcks!

HCL BigFix WebReports
hitps./bighic-webreports. sba01 2. play, products. pnpsofy.com/login B

Defaull Login Open Link
User |0 - BFXUser
Password | BEXROcks!

HCL BigFix REST API
ttps.ibigfix:server sb001 2 play products prpsofy. comyapi/help 1]

Default Lagin
User D : BFXUser
Pazsword | BFXROcks!

Access the REST API from a web browser

2. Click the “Open Link” button to the right of HCL BigFix REST APl and log in using the credentials provided in the

Solution Content.

Your browser link takes you to <server-fqdn>/api/help

4. We are going to start with a simple command, to get a list of the computers in our environment. Replace help with
computers in the address bar, like this:

w

httpS.’//<Server-fqdn>/GpI/C0mpUtef$ <« C @ g 8 https://bigfix-server.sbx0096.play.products.pnpsofy.com/api/computers

. A —<BESAPI xsi:noNamespaceSchemal ocation="BESAPI xsd">
This command returns a list of the —<Computer Resource="https://bigfix-server.sbx0096.play.products. pnpsofy.com/api/computer/1081004516">

. . <LastReportTime>Wed, 25 Aug 2021 22:59:21 +0000=/LastReportTime>
computer IDs in the environment, and <ID>1081004516</ID=

H </Computer>
the |a sttime th ey repo rted : —=Computer Resource="https://bigfix-server sbx0096_play products pnpsofy com/api/computer/1616863717">
<LastReportTime>Wed, 25 Aug 2021 22:59:39 +0000</LastReportTime>
<ID=1616863717</ID=
</Computer>
—<Computer Resource="https://bigfix-server sbx0096 play products. pnpsofy.com/api/computer/549462224">
<LastReportTime=Wed, 25 Aug 2021 22:59:35 +0000</LastReportTime>
<ID=>549462224</ID=
</Computer>
—=Computer Resource="https://bigfix-server. sbx0096 play products. pnpsofy.com/api/computer/ 16203592 28">
<LastReportTime>Wed, 25 Aug 2021 23:01:34 +0000</LastReportTime>
<ID=>1620359228</TD=
</Computer>
—<Computer Resource="https://bigfix-server.sbx0096 play products. pnpsofy.com/api/computer/1082365445">
<LastReportTime>Wed, 25 Aug 2021 22:59:24 +0000</LastReportTime>
<ID>1082365445</ID>
</Computer>
—=Computer Resource="https://bigfix-server.sbx0096_ play products. pnpsofy.com/api/computer/1075877891">
<LastReportTime>Wed, 25 Aug 2021 22:44:07 +0000</LastReportTime>
<ID=1075877891</ID=
</Computer=
</BESAPI>
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5. Let’s use some Relevance to find computers with a specific string in the name. We are going to look for computers
that have “bigfix” in the name. Copy and paste into the address bar, replacing computers with this:

query?relevance=(names%200f%201t,%201ds%200Ff%201t)%200T%20bes%20computers%20who
se%20((name%200f%20i t%20as%20 1 owercase%20contains®%20%22b 1 gFfix%22%20)%20and%20 (%
20agent®%20type%200f%20it%h20as%20lowercase®%20contains%20%22native%22%20))

The information returned from this APl query returns the names of the endpoints, as well as the computer ID.

<« c 0 O B hitps://bighix-server.sbx0096.play.products.pnpsofy.com/api/query?relevance= (names of it, ids of it) of bes computers whose ((name of it as lowercase contains *bigfix" ) and ( agent type of it as lowercase contains "native" )}

—<BESAFI xsi:noNamespaceSchemaLocation="BESAPI xsd">
—Query Resource="(names of it, ids of it) of bes computers whose ((name of it as lowercase contains "bigfix" ) and ( agent type of it as lowercase contains "native" })">
—<Result>
—<Tuple>
<Answer type="string">bigfix-client-th8</Answer>
<Answer type="integer">549462224</ Answer>
</Tuple>
—<Tuple>
<Answer type="string">bigfix-client-ub20</Answer>
<Answer type="integer">1075877891</Answer>
</Tuple>
—<Tuple>
<Answer type="string">bigfix-server</Answer>
<Answer type="integer">1081004516</Answer>
</Tuple>
—<Tuple>
<Answer type="string">bigfix-webui</Answer>
<Answer type="integer">1082365445</Answer>
</Tuple>
—<Tuple>
<Answer type="string">bigfix-relay-rh8</Answer>
<Answer type="integer">1616863717</Answer>
</Tuple>
—<Tuple>
<Answer type="string">BIGFIX-CLIENT-W</Answer>
<Answer type="integer">1620359228</Answer>
</Tuple>
</Result=
—<Evaluation>
<Time>1.924ms</Time>
<Plurality>Plural</Plurality>
</Evaluation>
</Query>
</BESAPI>

6. Write down one of these computer IDs, that corresponds to one of our client endpoints. You can use any computer
for this exercise except the BigFix Server itself.

7. Now we will use some Relevance to find some information about a fixlet and retrieve the ID, Site, and Title. In our
example, we are going to search for some configuration settings Fixlets, but you could also search for a patch
(Windows KB or Red Hat Security Advisory) or other fixlet. Copy and paste into the address bar, replacing
everything following “api/” with this:

query?relevance=(1ds%200T%201 t%20as%20string,%20name%2001t%20s 1 te%200f%201t,%20n
ames®%200T%201t)%200T%20bes%20Fix1ets%20whose%20(name%200T%201t%20as%20lowercase
%20contains®%20%22bes client%22)

I (o S Q8 ] prpsety.com
We should
—<Tuple>
i <Answer type="stnng >361 </ Answer>
see the IISt <Answer type="string"=BES Support< Answers
. =Answer fype="snng ">TROUBLESHOOTING: Enable BES Client Usage Profiler</Answer>
of Fixlets <Tuple>
—<Tuple>

Whose t|t|e <Answer fype="strng">375</ Answer>

cAuswor type=" >BES Support</Answer>

H —=Answer type="string">
contalns Your BES Version 1s No Longer Supported - BES Cliemt
</ Answer>
“«
B ES < Tuple=
<Tuple>
H ” <Answer bype="string">31 8/ Answer>
Clle nts <Answer type="snng"=BES Support<'Answer=>
<Answer type="string">TROUBLESHOOTING: Disable BES Client Usage Profiler</Answer>
< Tuple>
=<Tuple=>
<Answer type="string">432</ Answor>
<Answer type="string "=BES Support< Answers
<Answer type="smnng">Force BES Clients 1o Run Manual Relay Selecuon=/Answer™>
<Tuple=
=<Tuple=
<Answer type="stnng >43 1</ Answer>
<Answer type="string"=BES Support< Answers

<Answer type="smng ">Unnsmall BES Cliemt Logging Service</Answer>
e
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Using the RESTAPI Command Line Interface (CLI)

Every BigFix Server has a program called IEM.exe. This utility is found in the IEM CLI directory of the BES Server
directory (by default this is C:\Program Files (x86)\BigFix Enterprise\BES Server\IEM CLI\). This utility allows us to
interact with the BigFix Server and run commands using the REST API.

1. Inthe browser window, scroll down the list of Fixlets we returned in #7 above until you see Fixlet with the ID of 432
and the name of Force BES Clients to Run Manual Relay Selection (The screen capture above is scrolled to see this
fixlet). We will use this Fixlet and create an action to target one of our endpoints using the API.

NOTE: This is not something we can do in the browser as this requires us to POST to the APl on the BigFix server. We
will use the utility mentioned above, called the RESTAPI Command-line interface (CLI) to perform this task. By
default, this utility resides on the BigFix Server, but we will download it from the BigFix Utilities for this exercise.

2. Navigate to https://support.bigfix.com/bes/release
0 BIGFIX

BigFix Enterprise Suite Download Center
Platform Release Information

Importamt Note: You can only upgrads to BigFix 10 starting from BigFix version 9.5.10 or later,

Important Note: You cannat upgrads to BigFix Version 10.0.0:or 19.0:1 from BigFix Version 9.5.17 cr later. Starting from B
9.5.17 you can upgrids lo BigFix Version 10.0.2 of laler

10
3. Select the most recent BigFix 10 version release (it will be the

Release  Server  Console  Relay Agent

topmost “Patch #” link under the “10” header 00432 100432 100432 100432
If 1003668 100368 1005 66 100386
100252 100252 100252 100252
10.0.1.41 10.0.1.41 10.0.1.41 10.0.1.41
10.00.133 10.0.0.133 10.0.0.133 10.0.0.133
4. Scroll down to the Utilities section Utilities
5. Click the download link next to RESTAPI
L L. N Operating Syst Download
Command-line interface (CLI), which is a link to ame perating System  Lownloa
CLI1O0. 4.4 .#i#t.zip QnA/Fixlet Debugger Windows Download
6. Save the file to your computer RESTAPI Command-line interface (CLI) Windows Download
Airgap Tool Windows Download
BESRemove Windows Download

DrE Alinnd Mamanlineas OO ARl A miaim [ PPN lmmed

7. Extract the zip file to a folder on your computer. For our
example, we will use C:\temp

% Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

| Ciitemp Browse..

Show extracted files when complete

Cancel
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Creating an XML file to run the BigFix Action

1. Actions run using the RESTAPI Command Line Interface, or CLI tool require an XML file. We will create an XML file
that the APl will use to create the action on the BigFix Server.

2. Copy and paste the following into a text editor, replacing the text highlighted in yellow with the computer ID we
wrote down previously.

<BES xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xsi:noNamespaceSchemalLocation="BES.xsd">
<SourcedFixletAction>
<SourceFixlet>
<Sitename>BES Support</Sitename>
<FixletlD>432</FixletlID>
<Action>Actionl</Action>
</SourceFixlet>
<Target>
<Computer1D>1234567890</Computer1D>
</Target>
</SourcedFixletAction>
</BES>

3. Save the file as ‘action.xml’ to the same folder that you extracted/copied IEM.exe

NOTE: If you did not write down the computer ID, go back and re-do steps 5-6. We will use a computer ID that
corresponds to one of our client endpoints. You can use any computer for this exercise except the BigFix Server
itself.

Using the RESTAPI Command Line Interface

1. Open a CMD window and change directory to the directory of the IEM tool (the zip file you downloaded and
extracted previously). The first thing we need to do is to login with the following command:

iem.exe login

e Enter the server name. This is the fully-qualified server name in the URL we used previously, and “:443”. For
example, bigfix-server.sbx0012.play.products.pnpsofy.com:443 (your server name will be different). You can
also get the server name from the SoFy BigFix Solution Console.

e Enter the user name. This information is in the SoFy BigFix Solution Console

e Enter the password. This information is in the SoFy BigFix Solution Console

sfully logged in to server!

=

If you entered the information correctly, you will see Successfully logged in to server!

2. Once we have logged in we can submit an action. Actions require an xml file, so we will use the one we created just
now — action.xml. We can then use the IEM command to POST the action to the BigFix server via the Restful API:
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iem.exe POST <path to xml> actions

fied="Wed, 25

We are provided an XML response with the ID of the action. Take note of the action ID (in the screen capture
above, on the “<Action Resource=..."” line. The action ID is 122, but yours will be different

We can now check on the status of the action as follows:

3. Get a list of actions. Now we will return to the browser and get a list of actions. Enter actions after api/ in the
address bar, like this:

https://<server-fqdn>/api/actions

—<Action Resource="https://bigfix-server.sbx0096 plav.products. pnpsofy.com/apr/action/122" LastModified="Wed, 25 Aug 2021 22:54:38 +0000">
<Name>Force BES Clients to Run Manual Relay Selection</Name>
<ID=122</ID>
</Action>

NOTE: if you did not capture the action ID that was displayed at the command prompt using IEM.exe, you can search
for it in the list of actions returned. It will most likely be the last one in the list, at the bottom.
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4. Now we can pull back the details of the specific action that we just submitted. Type the following, replacing the
yellow highlighted text with your action ID:

https://<server-fqdn>/api/action/122

¢ o @ U B hitps/ighi-serversbe096 play products pnpsofy.com/apifactian, 1

==BES xsiznoNamespaceSchemal ocation="BES xsd >
~Single Action™
=Title=Foree BES Clients to Run Manual Relay Selecton<Title>
—<Relevance
{{version of chient == "7.2") AND ({if exssts property "in proxy agent context” then ( not in proxy agent context ) else true J)) AND {(not cxasts values of setings " RelaySelect_Automanc” of client) OR (value of setung *__RelaySelect_Automatic™ of chent ="0"))
“<Relevances
<ActionScript MIME Type="application'x-Fixlet-Wind Shell"=relay selecr=/Acti ip
“SuccessCriteria Option="Run ToCompletion” /=
~<Settings=
<Py 0

H =

“HasTimeR: il HasTimeR:

=HasStartTima>falsec HasStart Time>

=HasEndTimetrue<HasEnd Time>

<EndDate TimeLocalOffset=PID<EndDate TimeLocalOffsee=
vOMWeek(C /H. eeki il

<UseUTC Time>false</UselU TC Times

<ActiveUserRequi Activel'serReq
<ActiveUser Ty peAllUsers< ActiveUser Types>
<HasWhose=false</HasWhose>

e S T YT T

<Reapply>false</Reapply>
HasR, P HasR:

it

<ReapplyLimit>3</Reapply Limit>
<HasReapph Interval-false< HasReapplyInterval-
<MasRotry>faleec HasRotry>

<HasTs st i1 /Has’

=ContinueOnErrors=tnie= Continue OnFrrors>
=PostActionBehavior Behavior="Nothmg™>
=<TsOffer>falseTolHler>
= Bettings=
—SettingsLocks>
=ActionUITitle=false=/ActionUl'Title>
<PreActionShowlI>false</PreActionSh

i] -
<FreAction=
<Text>false<Texi>

<Ask false=/ AskToS:
<ShowActionB Y i

5. Finally, to see the actual status of the action we can enter the following, replacing the yellow highlighted text with
your action ID:

https://<server-fqdn>/api/action/122/status

< C @ O B https://bigfix-server.sbx0096.play.products.pnpsofy.com/apifaction/122 /status

—<BESAPI xsi:noNamespaceSchemaLocation="BESAPI xsd"=
—<ActionResults Resource="https://bigfix-server sbx0096 play products pnpsofy. com/api/action/122/status "=

<ActionID>122</ActionID>

<Status=Open=/Status=

<Datelssued=Wed, 25 Aug 2021 22:54:38 +0000</Datelssued>=

—<Computer ID="1620359228" Name="BIGFIX-CLIENT-W">

<Status>The action executed successfully </Status>
<State IsError="0">3</State>
<ApplyCount>=1</ApplyCount=
<RetryCount>1</RetryCount>
<LineNumber>2</LineNumber>
<StartTime>Wed, 25 Aug 2021 22:55:33 +0000=/StartTime>
<EndTime>Wed, 25 Aug 2021 22:55:33 +0000</EndTime>

</Computer>

</ActionResults>
</BESAPI>

This scenario is an introduction to using the BigFix REST APIl. You can learn more by visiting
https://developer.bigfix.com/rest-api/
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